CHUONG TRINH DAO TAO 2025 mobifone
MOBIFONE CYBER SECURITY
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GIOI THIEU VE CYBER SECURITY CUA MOBIFONE

Gi¢i thiéu vé Kién trac, Hé sinh thai dich vu clia MobFone

GIOI THIEU VE DICH VU SOC
SOC lagi
Céu truc cia MOBIFONE-SOC

GIOI THIEU CAC DICH VU MOBIFONE SECURITY

Dich vu giam sat An toan thong tin “Security Mornitoring

Dich vu trng cru va xr ly sw co “Incident Response”

Dich vu san tim IT~IOI de doa “Threat Hunting”
Dich vu do quét 16 hdng bao mat “ Vulnerability Assessment”

GIO1 THIEU CAC DICH VU KHAC

Dich vu Antivirus for Cloud
Dich vu MobiSafe Office
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Mmobifone

GIOI THIEU VE CYBER SECURITY CUA MOBIFONE




S0 liéu cac dot tan cOng mang trén thé gidi mobifone

Thiét hai 8.000 ti USD nim 2023

Thiét hai 9.500 ti USD nam 2024

353.027.892 ngwei bi anh hwéng do vi pham dir liéu

11 giay c6 01 t6 chirc bj tAn cong ma déc téng tién

Tan cong mang quy mo Ié&n

Tan cong cac hé théng thong tin quan trong, chinh pha
Tan cong lam té liét san xuéat, kinh doanh

O 00 U O o o o0

Gian diép mang, tinh bao mang, khing bé mang

NGUY CO pOI TUONG CONG NGHE
® & - ® ® ®
2025: D6i tugng bi tAn cong: -Lwong tu" 100% (rng dung mét
- 3.000 cudc thn conglgidy. -2025: ghp 2,7 13n 2020. mé phi dbi xirng cé thé bi pha v&.

- Al: dan thay thé con nguéi. Al

- 12 ma doc/giay. -2030: gép 7,5 1an 2020. finh vuc ATTT dat 38.2 ff § nam
- 70 16 héng/diém yéu 2026
ma&i/ngay.



mobifone

Céac sw ¢0 An ninh mang trong théi gian qua tai Viét Nam

12/2023

e

Pon vi nganh
tai chinh
ngan hang

bi tan cong xam

nhap chuyén
tién trai phép

Paonvi la
trung gian

PVOIl, nha
cung cap dich

thanh toan vu mang
bi chinh slfa bi tan cong
CSDL va ransomware
chuyén tién .
trai phép !2 Ej.
) 03/2024 | " FIm 06/2024
03/2024 | D) 03/2024 | . -
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LOCKEILE) LOCKILEN
- Téng coéng ty
::33 t)l’chm:'m buu dign
9 VNPost
bi tén cong bi tdn céng
PRRSOIYINATS ransomware

9/04/2025

T4p doan CMC bi tin cong ma ddc tong
tién

Dai dién CMC xac nhan mét dich vu trong hé théng ky thuat cliia tap doan bj tAn cong
ransomware co chu dich.

Hai ngay qua, trén mét sb dién dan va website bado mat quéc té xuat hién thong tin
CMC tré thanh nan nhan clia ransomware (ma ddc téng tién), dwoc cho la nhém
Crypto24 thyc hién vao ngay 12/4. Theo trang Hookphish, c6 khoang 2 TB dir liéu bj
khéng ché, gdm dir liéu token, di¥ liéu trang web...



v P .. mobifone
So lieu cac dot tan cOng mang trong ntra dau nam tai Viet Nam

04 Gb dir liéu cua 24 triéu thong tin dat 30 triéu thong tin hoc
cac cong ty khai hang cua trang thwong sinh, gido vién cua Viét
Lo lot, ro ri théng tin dir liéu thac dau khi mai dién tir Shopee Nam

Théng tin ca nhan bi Dif liéu nhay cam bi 19 lot, rao ban
danh cap 13 Triéu ban ghi
50% 12.3 GB ma ngudn
So vdi cling ky 2023 16 BG dir lieu 6,2 tridu Hon 01 triéu

08 triéu thong
tin ciia cong

Gén 4.000 thong tin tai

. . . ~ R - e khoan quan tri cia cac
Lira dao, gian lan tai chinh An Vié dat cho cua thué bao di P Pl s
r < dan Viét Nam VietjetAir dong ciia Viettel hé thong thong tin Nha

thong tin thong tin chu

nwoc

2364 496

Tén mién lira dao Trang gia mao
1.2 lan 4 lan

So véi cling ky 2023 So véi cling ky 2023 — | .

' Theo khao st ctia Ban Cong nghé¢, Hiép hoi An
ninh mang qudc gia thuc hién vao thang

- 519% la 16 hdng miic Cao va Nghiém Trong (theo diém CVSS) 12/2024 thi thiét hai do lira ddo tryc tuyén gay

& - T4ng 42% so vdi cling ky 2023 ra trong 2024 |én den
-7118 hdng c6 nguy cd anh hudng tdi cac té chirc, doanh nghiép Viét Nam

17,648 16 hong mdi xuat hién



A < § ~_ mobifone
SO lieu cac dot tan cOng mang trong nam 2024 tai Viet Nam

Trong nam 2024

O Céc nhém ransomware nhu LockBit, Phobos, BlackByte, va Kill Security Ransomware da gay thiét hai hang chuc triéu USD, nhiam vao céc linh vuc
trong y€u nhu tai chinh, nang lugng va dich vu cong. Nhimg cudc tan cong nay khdng chi 1am gian doan hoat dong ma con d¢ lai nhitng ton that lau dai
vé dir lidu va danh tiéng doanh nghiép. ...

QO Trong nam 2024, Microsoft da phéat hanh ban véa cho hon 1.020 16 hong bao mit, trong d6 c6 28 16 hong & mire dd nghiém trong (Critical) va hon
951 16 hong quan trong (Important). Cac san pham phd bién khéc nhu Apache, Cisco, VMware, va Citrix, Splunk ciing d6i mat voi nhiéu nguy co bi
khai théc,

O Céc ma doc pho bién trong nam qua bao gdm CobaltStrike, PlugX va IIS Backdoor. Pic biét, ma doc mdi GoldDigger di tan cong hon 50 ng dung
tai chinh va vi dién tir tai Viét Nam, danh cip thong tin tai chinh qua céc trang web gia mao va tép APK doc hai. GoldPickaxe va Gigabud ciing 1a
nhitng mdi de doa méi nham vao h¢ diéu hanh iOS va cac nén tang tai chinh.
Trich dan Cong ty ¢6 phan cong nghé an ninh mang quéc gia Viét Nam (NCS)

Chién dich ta cong mang

S6 lwong cac té chirc bwéc dau vij tAn cong Ransomware tai

(07 nhom APT 3 TERABYTE Viét Nam trong nam 2024 theo linh vwc
hoat dong manh DU liéu bj ma hda 30
R w ( ENCRYPTED - A
K§ thut phé bién: =D Thiét hai: ~ 10 Trieu USD 25 -
- DLL-Sideloading 56 1 chitc bude dau bi tén cdng Ransomware 20
- CVE
15
11
495,000 Cudc tan cong DDoS 10
- Tdng 16% so vdi cung ky 2023 5 3 3 4 a
. L i mmnn 1
- Céc kiéu tan cong pho bién: Hit-and-Run, DNS, Carpet Bomb o = w= == @ N
Dichvu Gidoduc Thuc Logistics Ning Banlé Sanxudt Céng Dichvu Taichinh Khac
pham lwong nghé céng



Hé sinh thai Cyber Cecurity

) Puoc cap Gidy phép kinh doanh sé:
mobifone [

303/GP-BTTTT ngay 15/10/2024
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San xudt sdn phim kidm tra, danh gia an tedn thong tin mang

Dua trén kién
tric tong thé hé
thdng An ninh
mang da duwoc
phé duyét dé xay
dwng cac san
pham dich vu
phuc vu cho Kinh
doanh Iinh vuc
An ninh mang.

Sam swdt sdn phinm gidm sat an tedn thang tin mang
San xudt san phim chéng tin cong, xam nhap

Hé sinh thai san
pham dich vu ANM

Dich vy giam =it an todn thdng tin mang

Dich vy phéng ngla, chdng tdn cong mang

o | o

OV Phishing o Cabn g ATT
¢ Doy s el thire ATTT

Dich vy Ung ol sy e an toan thong tin mang

QRRARAQQAQE

=% Digh vy tu wiin an tedn théng tin mang

[+ Dich wy kiém tra, dhnh gid an todn théng tin mang

Kidch hing
b ek i g cictiptoinin || cic soamogrtpiavaons | | Wihningehenin |
KHOI KHOI .
CHINH PHU BANK/DOANH NGHIEP CANHAN/HO GIA DINH

BIDV s fOBANKE




Ké hoach phat trién cac san pham, dich vu

Nam 2024 Nam 2025

Khach hang
San pham, Dich vu San pham, Dich vu

MobiSafe
Bao hiém an ninh mang
Social Listening

B2C 1. MobiSafe 1.
2.
3.
B2B, B2G 1. Dich vy kiém tra, kiém dinh danh gia ATTT

2. Dich vu SOC

3. Dich vu diéu tra, ¢anh gia su cd

4. Dich vu danh gié tu van dao tao, dién tap
5. Dich vu Antivirus for Cloud

0o~ o1 o1 b~ owDN -

. Dich vu kiém tra, kiém dinh danh gia ATTT

. Dich vu SOC

. Dich vu diéu tra, danh gia su cb

. Dich vu danh gié tu van dao tao, dién tap

. Dich vu Antivirus For Cloud

. Dich vu WAF

. MobilD

. MobiSafe Smart Firewall (MobiSafe Office+ Endpoint)



|. Khach hang muc tiéu
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CAC DICH VU TIEM NANG TRIEN KHAI CHO




TRUNG TAM GIAM SAT AN TOAN THONG TIN SOC




. GIO1 THIEU VE SOC

Trung tdm Diéu hanh an ninh mang - SOC (Security Operation Center): [a bd may cé nhiém vu theo ddi, phat hién, cach ly, x( Iy cac sw
co va chiu trach nhiém vé mic dé an toan clia toan bd hé thong thong tin ctia to chirc v&i tan suat giam sat, hoat dong 24/7

MobiFone la mét trong nhitng don vi tién phong vé SOC “Make in VietNam”

MobiFone SOC la sw két hop hoan hao giira 3
yéu to:

* Con ngwei: MobiFone SOC quy tu cac chuyén
gia trong hang dau trong linh virc an ninh an toan
théng tin v&i gan 10 nam kinh nghiém

EDR

SIEM

Analytics Engine
Threat Intelligence
Al Platform
BigData Platform
Storage Platform

EH ¢

‘ Computer
Certified | Ethicol Hodker

IFH:III'I'E'
OSWE

* Cong nghé: Str dung 2 nén tdng céng nghé theo
H F I nhu cau cua khach hang (QRadar & Ty phat trien)

* Quy trinh: Cac quy trinh van hanh, bao cao — xt
ly sw ¢b tuan thd chinh sach ANTT ap dung nghiém
ngét theo cac tiéu chuan quéc té 1ISO 27035, ISO
20000 va ISO 27001.

EENENE NN
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l. GIO1 THIEU VE SOC

1. CONG NGHE MobiFone Storage

Platform

Unknown Threat LI A MobiFone BigData

Detection Platform AUEE T Analysis Platform
Platform MobiFone SOC

Portal

MobiFone SOC CORE

Analytics SIEM SOAR Threat
Intelligence
Cloud -
Context- Vulnerability UEBA
Assessment

Aware

Vulnerability Assessment: Ra soat 16 hdng
Threat Intelligence: Thong tin thu thap
SIEM: Quan ly sw kién va cac thong tin bao
mat

SOAR: Céng cu ty ddng hoa

UEBA: Phan tich hanh vi

EDR: Giam séat cac diém cubi

ALTdNDFS 9UOHIqON - DOS

Data sources

S = ® T m o o

lications AgenVEndpoint
EooData SoUrce Server Network App Cloud




l. GIO1 THIEU VE SOC

2. QUY TRINH
Quy trinh hoat dong, bdo cdo cling nhuw diéu tra va xir ly sw c¢d déu dwoc ddm bao la tudn thi theo tiéu chuan qudc té ISO

27035:2009 va ISO 27001 va Tuan thi nghiém ngat SLA duoc ky két véi Khach hang.

|

Sources of Mirc d¢ de doa (tir Mirc d) wu | Phuong phép | Thoi gian toi da tir
Alerts CMC SIEM) tién xir ly thong biao | khi nhén canh bio
th I\,A, dén khi xir Iy
Thai gian thuc
O MARAGER HIGH théng qua tin 90 phut
nhén va email
( W SOC Alerts Than gian thye
WARNING 2 thdng qua tin £
18 CONTENT ANALYSIS THREAT ANALYSIS nhén va email 24 tiéng
w1 ,{@} 'ﬁQ INFORMATIONAL N/A
24(7 @ Alerts/ 180 phut tir khi
Notification tir Review Action N/A nhin dugc t]}ﬁng
bao chinh thirc tir
khach hang Y
khach hang
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2. GIOI THIEU VE SOC

3. CON NGU Ol

Lead team

Y I N
= Y
Creo
Diéu tra s6 (Forensic Team)
San tim mdi de doa (Threat Hunting Team)
©EE e
OSCE oscp / | OSWE ORI CISSP

\

Analysis |

Cartfied Infiormation

Phan tich (Analyst Team) [ "~ Security cnsn?::}‘gﬁ_. .
X ly sw ¢o (Incident Response Team) CEH I :

et | s e

Giam sat va canh bao (Monitor
and Alert Team)

a
-




2. GIO'I THIEU VE SOC

4. KHA NANG VA LO!I iCH

Hoat ddng giam sat ATTT c6 nhiém vu theo déi, thu thap, tdng hop, phan tich, xdc minh théng tin vé cac rai ro, sw ¢d ATTT, cac
cudc tan cong vao ddi twong giam sat; chiu trach nhiém vé mrc dd an toan chia toan bd hé thdng thdng tin clia to chirc véi tan
suat giam sat, hoat dong 24/7/365

KHA NANG GIAM SAT LO1 iICH KHACH HANG

Giam sat kiém soat vung mang va thiét bi mang (Network Monitoring): kiém soat

Nhanh chéng phat hién maéi de doa, tir d6 c6 nhirng giai phdp ngan chdn va giam
cac két ndivao/ra, cac thiét bi (Router, Switch,...), hoat dong st dung tai nguyén, su thi€u rdi 1o
tuan thd (compliance) va cac thanh phan khac.

Giam sat kiém soat thiét bi dau cudi (Endpoint Monitoring): kiém soat hién trang, Han ché cac canh bdo khoéng chinh xac (false positives) nho co ché xac dinh hanh vi

cac hoat dong trén thiét bi, phat hién khi cé hanh vi bat thudng hodc dau hiéu cia bat thuding tich hop Al va Machine Learning.

ma doc.

Giam chi phi dau tw cho an toan théng tin — khéng can dau tu mot khoan 1&n chi

‘Giam sat kiém soat hé théng may chu ing dung (Application Server Monitoring): phi cho nhén sy va ha ting bao mat, thay vao d6 cé thé sir dung dich vu dwoc cung

théng ké va kiém sodt cédc hanh ludng dit liéu vao/ra, cac cudc tdn cdng vao may cdp bdi nhitng chuyén gia hang d3u trong nganh.

ch(.Gidm sat m3 déc cha hé thdng (Malware Monitoring): théng ké, gidm sat hoat

déng cla m3 ddc va tinh hinh khac phuc. Puoc ddm bdo vé sy an toan cla hé thong théng tin 24/7 trwdc cdc méi de doa

trén internet, ké cd nhitng méi de doa mdi chua tirng dwoc biét dén.

Gidm sat kiém soat truy cap (Access Controls Monitoring): gidm sat xac thuc dinh

danh, canh bao truy cap bat thueorng ddi cha cac account.




2. GIO'I THIEU VE SOC

5. Khach hang muc tiéu

NHOM KHACH HANG MUC TIEU

mMobifone

Co quan nha nudc

va chinh phu

Nhu cau:

- Dam bdo an ninh cho hé théng
thong tin quan trong qudc gia
(cap d6 4-5)

- Phat hién s&m va x{r ly cdc méi
de doa nhim bdo vé dit liéu
quan trong.

- Tudn tha quy dinh phap luat
(nhw Luat an toan théng tin

mang va Luat an ninh mang)

Doanh nghiép lo'n va
cactap doan

Nhu ciu:

- Gidm sat lién tuc dé phat hién
va phan &ng nhanh véi cdc mai
de doa.

- Pam bado hoat ddéng khdng bi
gian doan do cac cudc tan cong
mang.

- Quan ly va phan tich log tap
trung tir nhiéu chi nhanh va hé

théng.

Nganh tai chinh ngan

hang va bao hiém

Nhu ciu:

- Bdao vé hé théng giao dich truc
tuyén (24/7)

- Tuan tha céc tieu chuin bao
mat (PCI DSS, 1SO 27001) va
véu cau phdp luat cia Ngan
hang Nha nuérc.

- Ngan chan kip thoi cac cudc

tdn cong mang nhw phising,

ransomware

Doanh nghiép vira va
nho (SMEs)

Nhu ciu:

- Bdo mat giao dich va cac
thong tin khach hang

- Phat hién kip thoi cac 16 hdng
hodc cac cudc tin cong

- Dam bdo van hanh lién tuc,
khéng bi gidn doan do tin
cdng mang

- Tiét kiem chi phi bang cich

thué dich vu SOC.

Sé& Ban nghanh Bénh vién Cong ty nwoc




CAC DICH VU AN TOAN THONG TIIN




Il. CAC DICH VU PANH GIA AN TOAN THONG TIN

2. DICH VU PANH GIA AN TOAN THONG TIN

DV Ra soat 16 hdng bao mat DV Tan cdng kiém thir 16 hdng bao mat DV Kiém dinh an ninh hé théng DV Kiém dinh bdo m4t m3 ngudn
Ki€m tra téng thé thiét lap va cau
Tim kiém va do ludng mirc dé
hinh cla hé théng CNTT (Khéng bao Ki€m tra source code theo tiéu chuin va
nghiém trong cla nhiéu 16 héng d3 dugc Tan cdng dé tim kiém t8i da sy dnh hwdng cla céc
gdm Source Code) vé mirc ra quét 16 hdng bao mat. Thudng sé di
M6 ta dinh danh nhat c6 thé-> Cung cap birc 16 héng, diém y&u cé thé bj loi dung-> Khai thac
dd tuadn thd cac tiéu chuan bao kém khi st dung pentest phuong phép
tranh chiéu rong vé théng tin diém sau cac 16 héng clia héthéng
mat (TC qudc t& nhu CIS, SANS hodc QP cla | whitebox.
yé&u/16 hdng
t6 chirc)
Chuyén gia bdo méat dirng dudivai tro 1a mot Thuc hién thu thap cau hinh thiét biva
Ra quét tu dong va chuyén gia thuc hién Chuyén gia bdo mét thyc hién ra soat
Cach thire Hacker mii trang, thwc hién tham nhap hé théng khuy&n nghj thiét ké lai cdu hinh hé théng
dénh gia mic d6 va khuyén nghi cho cac 16 tirng dong code dé tim kiém cac 16i vé
trién khai tim ki€m 16 hdng va khai théac 16 hdng nhdm muc theo tiéu chuan bao mat quéc té (CIS
héng tim dugc bdo mat
dich hoan thién bao mat hé théng Benmark,..)
Thoi gian
Tuy thubc vao pham vi danh gia Tuy thudc vao pham vi danh gia Tuy thudc vao pham vi danh gia Tuy thudc vao pham vi danh gia
trién khai




S

B1. Tim kiém khéach hang B2. Ky hop déng
- DPon vj chd tri: Cty DVKV, BU ANM, cac S L _
don vi lién quan , - ((jlil'r}](\\fuchu tri ky hop dong trién khai e
- BU ANM: Giéi thiéu san pham dich vu, Y GIAY CHUNG NHAN

chinh sach kinh doanh dich vy - Trién khai lwa chon ddi tac cung cap

- Ban GPDVS: Phoi hop phé duyét thuc dich vu (Trong qua trinh cé chinh Chimg nhén
hién, t6 chirc ghi nhan doanh thu, hwdng sach dong bd) Congty ...
dan cac don vi thuc hién Vil

D4 duoc dinh gid kidm tra, dink gid an todn thiag tin theo titu chixdn OWASP cho

- Do quét cic diém yéu cis hink
e - Db quét ehe didm yéu vé xic thue
@) Db quét cic didm yéu vE Gy quyen
- DO quét che diden yéu laén quas 0én 40 hiéu Al vio

- Dogquétcic diémyéumdbhda
- Db quét cic diém yéu kha ning kidm sodt Ma

B3.T6 chirc trién khai B4. Nghiém thu, thanh ly FRE S o €l Y0 Gk Sle She s SO A
- Cong ty KV: Chi tri theo ddi trién - Céng ty KV cha tri trién khai nghiém thu thanh ly
khai va cap chirng nhan
- Thong bao BU ANM p/h theo dai, - Ddi tac cung cap day du cac théng tin lién quan
phoi hop cung doi tac thye hien - BU ANM p/h nghiém thu, hwéng din cip
- D‘f)i tac trien khai theo pham vi hop certificate
dong

Note: V&i cac yéu cau danh gia ATTT, pentest,
audit: sé co certificate cap cho don vi thwc hién



Il. CAC DICH VU AN TOAN THONG TIN

1. DICH VU GIAM SAT AN TOAN THONG TIN

a

. Theo dbi, thu thap, tong hop, phan tich, xac minh thong tin vé céc rai ro, sw
cO ATTT, cac cudc tan cong vao doi twgong giam sat.

. Chiju trach nhiém vé mic dd an toan clta toan bd hé thdng théng tin cia tb
chirc v&i tan suat giam sat, hoat déng 24/7

N

4

U'U DIEM NOI BAT

A |

3

]

&=

0® 0 @

Giam séat hé théng lién tuc 24/7 theo thoi gian thuce (real-time).

. 4

" Tich hop hé théng tri tué nhan tao Al va Machine Learning\
_ 0ilp néang cao kha nang tw dong giam sat.

4

4 D
Phéat hién cac moi de doa md&i nhat nhd vao co ché cap nhat

co s& dir liéu lién tuc tir Threat Intelligence.
O 4

" Giam sat, phan tich va phan &ng nhanh chéng, chinh xac ddi N
_ voi cac moi de doa trén hé thong. )
Kha nang tich hop don gidn, dé dang véi cac hé théng CNTT

- 4




Co quan nha nudc
va chinh phu

Nhu cau:

- DPam bdo an ninh cho hé
thdng théng tin quan trong
qudcgia (cap dd 4-5)

- Phat hién s&ém va x{r ly cac
mdi de doa nhim bao vé dir
liéu quan trong.

- Tuén tha quy dinh phap lujt

(nhw Luat an toan thong tin

Il. CAC DICH VU AN TOAN THONG TIN

1. DICH VU GIAM SAT AN TOAN THONG TIN

NHOM KHACH HANG MUC TIEU

mMobifone

~

Doanh nghiép I&n va
cac tap doan

Nhu ciu:

- Giadm sat lién tuc dé phat hién
va phan (rng nhanh véi cac
mdide doa.

- Dam bao hoat ddéng khong bi
gian doan do cic cudc tan
cdng mang.

- Quan ly va phén tich log tap

trung tir nhiéu chi nhanh va

Nganh tai chinh ngan
hang va bao hiém

Nhu ciu:

- Bdao vé hé thdng giao dich
truc tuyén (24/7)

- Tuan tha cic tieu chuan bao
mat (PCl DSS, I1SO 27001) va
yéu cau phap luat cia Ngan
hang Nha nuéec.

- Ngan chan kip th&i cac cudc

tdn cdng mang nhu phising,

Doanh nghiép vira va
nhé (SMEs)

Nhu ciu:

- Bado mat giao dich va cac
thong tin khach hang

- Phat hién kip thoi cac 16 hong
hodc cac cudc tdn céng

- P3am bdo van hanh lién tuc,
khéng bi gidn doan do tin
cong mang

- Tiét kiem chi phi bang cach

~ ~

~




Il. CAC DICH VU AN TOAN THONG TIN

1. DICH VU GIAM SAT AN TOAN THONG TIN

Mihdin thing béo tir - m e
50C '’ Invesbgaticns
Ehéang

Cdp nhal vao Boked
Investigaticns

Cé

v
Assignes Tier 2 Xir i theo Playbook
Cdp nhit vao
Playbook
Gir ivestigations
¢ha khiich hang

Gal didn thdng bdo

QUY TRINH GIAM SAT ATTT

Bwéc 1: Sau khi tiép nhan ticket tir SOC, giam séat vién Tier 1 kiém tra
Investigations nham xac dinh ticket co trung lap hay khong: Kiém tra va xac
dinh ticket xuét hién trén hé théng giam sat SOC da c6 tén tai hay chua?
Céc IP dich va IP ngubn cé thuwéng xuyén xuéat hién khéng? Néu da trung
lap thi két thic quy trinh. Néu khong trung lap thi chuyén tdi buéc tiép theo
quy trinh.

Bwéc 2: Giam sat vién Tier 1 cap nhat ticket vao Investigations. Sau do
chuyén t&i buéce xir Iy ké tiép.

Bwéc 3: Giam sat vién Tier 1 kiém tra xem ticket da cé trong Playbook
chwa. Néu da c6 thi xr ly theo hwéng dan trong Playbook. Néu chwa co,
gidm sat vién Tier 1 sé gan Assignee cho mét nhan vién thudc Tier 2 ¢cé
trach nhiém phan tich va dwa ra phuwong an xt ly déi véi ticket. Sau khi
khuyén nghi da dwoc x&r Iy da dwoc dwa ra, giam sat vién Tier 1 sé& cap
nhat vao bao céo.

Bwéc 4: Nhan vién giam sat Tier 1 c6 trach nhiém gi lai bao cao cho
khach hang trong phan Investigations sau khi d& cap nhat khuyén nghi xt
ly.

Bwée 5: Nhan phan hdi cia Khach Hang. Néu can thiét thi trao dbi voi
Khéch hang nham xac minh thém céc thong tin vé ticket va mdc d6 anh
hwéng toi hé théng.

Bwée 6: Sau khi hoan thanh qué trinh trao déi x(r ly gitra hai bén, nhan sw
giam sat SOC sé cap nhat lai trang thai cua ticket va déng quy trinh théng
bao s cb.
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1. DICH VU GIAM SAT AN TOAN THONG TIN

Cam két cung cap dich vu (Service Level Agreement — SLA)

Sources of Alerts Mdrc do de doa (twr Mdrc dd wu Phuona bhib théna bao Thoi gian t6i da tr khi nhan
MBF SIEM) tién xce Iy g phap thong canh bao dén khi xt Iy
HIGH 3 Thoi gian thwe théng qua tin nhan va email 90 phut
OIS sz WARNING 2 Thoi gian thwe théng qua tin nhan va email X
24 tiéng
INFORMATIONAL 1 N/A
T . 180 phut tir khi nhan dwoc
Al l}lotlflcfatlon tu Review Action 3 N/A théng bao chinh thirc tw
khach hang . X
khach hang

Han ché cac canh bao khoéng chinh xac (false positives)
nh& co ché xac dinh hanh vi bat thwdng tich hop Al va

Gidm chi phi dau tw cho an toan thdng tin, khong can dau tw mot
§$.; khoan chi phi I&n cho nhén sy va ha tang bao mat. St dung dich
Machine Learning.

vu bao mat chuyén nghiép dwoc cung cap bdi nhitng chuyén gia

hang dau.
Nhanh chéng phét hién cac moi de doa, tir d6 c6 nhiing bién phap Puoc ddm bdo vé sy an toan cla hé thdng théng tin
ngan chan va giam thiéu rui ro. 2417
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2. DICH VU PANH GIA AN TOAN THONG TIN

Tai sao can dich vu nay?

Luat An toan thong tin mang (2015)

* Piéu 29: Yéu cau cac co quan, t6 chirc, cd nhan sir dung hé thdng thdng tin phai:
 Thuc hién kiém tra, ddnh giad ATTT dinh ky.
 Bac cdo vé tinh hinh ATTT cho co quan cé tham quyén

* Diéu 41: Hé théng thdng tin quan trong quéc gia phai dwoc kiém tra, ddnh gia va

chirng nhan phu hop véi tiéu chuan ATTT

Luat An ninh mang (2018)

* Diéu 26: Cac hé thdng théng tin quan trong vé an ninh qudc gia phai dugc gidm sat,
kiém tra, danh gid vé ATTT dinh ky..

* Diéu 43: T6 chirc, doanh nghiép phai chiu trach nhiém danh gia, bao vé hé théng

trudc cac méi de doa an ninh mang.

Nghi dinh 85/2016 /ND-CP vé dam bao ATTT cho hé thdng théng tin theo cip dd

* Yéu cau phan loai va danh gia hé thdng thdng tin theo 5 cap do:
¢ Cap 3 trd |én: Phai duoc t6 chirc , danh gid ATTT béi don vi dugc Bo thong tin va
Truyén théng (B6 TT&TT) hodc co quan cd chirc ndng cong nhan.
* Dinh ky ddnh gia va bao cao:

* Hé théng cap do 3: it nhat 1 1an/ 1 ndm

Nghi dinh 64/2022 /ND-CP vé bao vé di¥ liéu ca nhian

¢ Cac t6 chire x{r ly di¥ liéu cd nhan phai dam bao hé thdng cia minh dép rng cac

tieu chuan vé bao vé dit liéu va phai danh gia dinh ky

Thong tw 03/2017/TT-BTTT

« Huwdng dan chi tiét viec danh gid an toan hé thong thong tin theo cap do

* Quy dinh rd quy trinh, Phuwong phap danh gid va yéu cau vé doi ngii thuc hién.
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2. DICH VU PANH GIA AN TOAN THONG TIN

Danh gid mirc d6 an toan va bao mat cla hé théng thong tin, cac dit liéu va quy trinh lién quan, nham xac dinh cac rdi ro an ninh théng tin va
danh gid kha nang cla hé théng dé chéng lai nhitng maéi de doa tiém tang. Panh gid an toan théng tin gitip td chirc nhan biét va hiéu rd vé nhirng

diém yéu trong hé thdng, tir d6 dé xuat va trién khai cidc bién phap bado mat phu hop dé gidm thiéu rui ro.

MUC TIEU

Danh gid mirc do an toan, bao mat cua
hé thdng CNTT bang cach gia lap tat ca
cac kich ban tan cong cé thé xay ra

Pua ra khuyén nghi stra chira, thay doi
nham t8i wu va dam bao an ninh an toan

théng tin cho hé théng.

LO1 iCH

Xdc dinh cac diém yéu nhat trong hé théng
CNTT, tir d6 quyét dinh tap trung vao hang
muc nao dé giam thiéu rdi ro trong tuong lai
Phong tranh cac thiét hai vé Tai chinh, Van
hanh va Danh tiéng do Tan cdng mang bang
viéc ngdn chan tan cdng bang cach chi dong
xac dinh va stra cac 16 héng.

Tuan tha cac tiéu chuan cla Nha nudc, Qudc
té hodc Noi bd yéu ciu danh gid bdo méat
nhw PCI-DSS
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2. DICH VU PANH GIA AN TOAN THONG TIN

UU BIEM NOI BAT LO1iCH KHACH HANG

C6 nhirng thdng tin méi nhat vé tinh hinh an
ninh cda hé thong théng qua cac bao cao cua
MobiFone Security.

Cap nhat dir liéu 16 hdng bdo mat lién tuc qua hé théng MobiFone . . N
Threat Intelligence Nhan nhiing tw van, khuyén nghi tir cac

Ra soat cac mbi de doa, diém yéu, 16 hdng co6 thé bi khai thac tor
bén trong hé thong.

chuyén gia hang dau trong linh virc bao mat
dé t0i wu hoa hé thong, han ché t6i kha nang
bi tan cong. D

Tich hop Metasploit - TAn cong kiém thtr v&i cac 16 hdng mirc do
nguy hiém nghiém trong.

. <)
DPuwoc bao vé an toan toi da trwdc nhirng moi
de doa an ninh thong tin, k& ca cac mdi de doa
phirc tap chuwa tirng duwoc phat hién.

4

bao nhanh choéng, chinh xac

Hiéu dwoc phuong thirc, ddng co cha nhirng
ké tan cong, tr dé c6 chién lwgc phong thd

Tich hop Al, Machine Learning phéat hién sém cac 16 héng, cénh}

[ Dé& dang tich ho'p v&i cac hé théng Cong nghé thong tin




Co quan nha nudc

va chinh phu

Nhu cau:

- Tuén thd quy dinh phap lujt
(luadt an ninh mang, luat an
toan thong tin mang)

- Dam bdo an ninh cho cic hé
thdng theo cap do

- Bao vé dir liéu qudc gia va cac

hé théng quan trong

2. DICH VU PANH GIA AN TOAN THONG TIN

Il. CAC DICH VU PANH GIA AN TOAN THONG TIN

NHOM KHACH HANG MUC TIEU

Doanh nghiép Ié&n va
cac tap doan

Nhu cau:

- Danh gia rdi ro bao mat va

bao vé tai san sé.

- DPap rng cac tiéu chuan

1SO27001, NIST

- Xay dwng long tin v&i khach

hang

Nganh tai chinh ngan

hang va bao hiém

Nhu cau:

- Tuén thi quy dinh cha Ngan
hang nha nuwéc Viét Nam va
bao mat hé théng

- Ngéin chin cac cudc tan cong
mang phising, ransomware.

- Bdo vé théng tin khach hang

va céc giao dich tryc tuyén.

Doanh nghiép vira va

nhé (SMEs)

Nhu cau:

- Danh gid an ninh mang dé
bdo vé dir liéu khach hang va
hé théng kinh doanh.

- Tuan tha quy dinh vé bdo vé
dir liéu ca nhan.

- Tiét kiem chi phi bang cich

thué dich vu danh gia ATTT.




Il. CAC DICH VU PANH GIA AN TOAN THONG TIN

2. DICH VU PANH GIA AN TOAN THONG TIN

Input Qua trinh thuc hién Output
« URL * Task 1: Ra soat, xdm nhap tim kiém |6 héng bdo  B&o cdo vé bao mat:
« Accounts to login mat * Bdo cdo tong quan
Testing Methodology « Task 2: Bdo cdo va khuyé&n nghij khic phuc * Thong tin chi tié€t cho tirng 16 hdng tim duoc
* Grey box * Task 3: Tai danh gia sau khac phuc (phan loai CVSS, nguy co, tac dong, qua trinh
* Task 4: Bdo cdo téng quan khai thac 16 hong, dé xuat khac phuc)

Xac dlnh Lép |Ogic map va Cau hinh tool str dung qUét Tw d6ng ra qUét banh gia’ N qU5 Bao cao va
déi twong, - .
T s i i@ khuyén nghi
pham vi va uy trinh, nghiép khéc phuc
k&hoach PT vu trng dung Phuong an khai thac manual Thyc hién khai thac Khai thac su '

. Thuyc hién bdi nhitng chuyén gia véi chirng chi bdo méat hang dau (OSWE, OSCE, OSCP, CEH...) Security standards:

. Tools do quét ban quyén:  ()Nessus  EEBURPSUITE ;‘1\{3%&}; n OUWARSP UUJHSD
. OHCL AppScan B

Mobile Seswricy Project v- LL\-( n; canx
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3. DICH VU ’NG ClPU VA XIP LY SU CO

Dich vu "U'ng ctru xt ly sw cd" 1a hoat ddng nham x& ly, khac phuc sw cb
gay mat an ninh an toan théng tin gém: theo déi, thu thap, phan tich, phat
hién, canh bao, diéu tra, xdc minh sw cd, ngdn chan sw cb, va khdi phuc
hoat déng binh thwdng clia hé thdng thdng tin. Cac hoat ddng nay sé do
cac chuyén gia ATTT cua MobiFone Security dam nhiém va thwc hién.

- 4

M U'U DIEM NOI BAT

a i~ N Y N ~ N . . "
San sang &ng cttu si cO 24x7x365 vai doi ngli chuyén gia tai trung tam
L giam sat an ninh mang MobiFone SOC.

§

4

8 N
Tich hop hé théng tri tué nhan tao Al va Machine Learning giip nang cao

kha nang tu dong giam sat.
L

/
g » s . Y
Bao cdo phan tich chuyén sau cac sy c6 duoc thuc hién béi doi ngii diéu
tra su cd ciia MobiFone Security.
L /
4 D

Khuyé&n nghi nang cap, va cac 16 hdng hé théng sau khi khac phuc sy c6.
L 4
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3. DICH VU ’NG ClPU VA XUP LY SU' CO

Quy trinh x1r Iy sur ¢6 An ninh an toan théng tin
Receive Scoping Incident Response Recovery Review The End
Commander l ch& J
A A
Bién bdn xir Iy sy
Controller Khong '
> B uyRecoves P Review S
Handler l l




Commander

B6 phan/nhém ti€p nhadn cac
thong tin sw cd tir phia khach
hang. Nhédm cé trach nhiém tiép
nhan théng tin, tién x& ly cac
thong tin sy c6. Trong trwong hop
cac théng tin khong day da dé giai
quyét sy ¢d hodc can hod trg thém
dé xt ly, nhém nay cé trach nhiém
chuyén toan bd cdc théng tin tiép
nhan cho bd phan x& ly cap trén
(Controller)

Il. CAC DICH VU AN TOAN THONG TIN

3. DICH VU ’NG ClPU VA XUP LY SU' CO

Controller

BO phan/nhom phan tich, dinh
hudng va diéu phéi x&r ly. Nhém
nay c6 trach nhiém phan tich chi
tiét cac thong tin sy co ti€p nhan,
xac dinh phuong hudng xi ly va
chiu trdch nhiém diéu phdéi cho
toan bd qud trinh x& ly sy cd. Dé
viéc xtr ly hiéu qua, nhém nay cé
thé yéu cau khach hang bd sung
hodc phéi hop bé sung théng tin
chi tiét vé sy c6 trong qua trinh
ti€p nhan va phan tich.

Handler

B6 phadn/nhdm truc ti€p phan tich
va x ly cdc su cd. Thanh vién
nhdm nay cé thé bao gdbm cad nhan
vién ky thuat cia MobiFone va doi
ngli ky thudt cua khach hang.
Nhém nay sé& x ly sy cd theo
hudng dan va diéu phéi x&r ly cla
Controller. Trong qua trinh xt ly,
moi van dé phat sinh nhédm cé
trach nhiém ghi nhan va bao cao
cho Controller trudc khi c6 hanh
dong phan rng tiép theo.



3. CAC DICH VU MOBIFONE SECURITY

3. DICH VU NG ClPU VA XU LY Su cO

GOI DICH VU THO' GIAN XU’ LY/NAM THO1 GIAN CO MAT TAI KHACH HANG DO'N VI TiNH

200 gio 12 tiéng (ap dung trong ndi thanh Ha Noi) Nam
350 gio 6 ti€ng (ap dung trong ndi thanh Ha N6i) Nam
500 gio 3 ti€ng (ap dung trong ndi thanh Ha N6i) Nam
T&i thiéu 100 gioy Thoa thuan véi khach hang Nam
% [ Nhanh chéng ngan chan/ khac phuc sy ¢b an ninh an toan thong tin, gidm thiéu hau qua khi hé thdng bj tan cong. }
LOTICH ; $; { Giam thiéu thigt hai v& kinh t& di voi t& chirc khi bj tAn cong khai thac, lam gian doan hoat dong. 1
KHACH
HANG [Du’g’c dam bao vé sw an toan cla hé théng théng tin 24/7 } 5
w B S
- S e gl T e ]
Dich vu (rng ctru s ¢d nhanh chéng, chuyén nghiép theo cam két cung cép dich o N
vu (SLA) ctia MobiFone Security. & a e g
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4. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING
e ™

Threat Hunting la mét hqat déng phc‘mg thu mang tich cwc. BDay la mét
gua trinh chd déng tim kiém cac moi de doa, s&r dung internal va external
threat intelligence, khai thac va phan tich théng tin (log, ma déc).

- 4

U DIEM NOI BAT

" Threat Intelligence: cap nhat 24/7 cac mdi de doa mai tiv nhiéu tb chirc |
phong chéng méa déc uy tin, phan loai méi de doa theo nganh nghé

. cua khéch hang. )

g Y
Vulnerability Assessment: ra soat cac mbi de doa, diém yéu, 16 héng

co thé bj khai thac tir bén trong hé théng.
- 4

g Y
S dung cac cdng nghé tién tién cling cac chuyén gia hang dau trong

nganh v&i nhiéu ndm kinh nghiém vé an toan thong tin.
- 4

[ Nghién ctru va theo sat hoat ddng clia cac nhom tin tac trén thé gidi.

|
mebfone
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4. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING

.

Phan tich hanh
vi ngwei dung

Phan tich hoat
déng mang

Phat hién ma
déc

Threat
Intelligence
Feeds

Phan tich ma
déc chuyén sau

_J
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4. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING

Mo hinh san tim moi de doa

San tim dwa trén théng tin tinh bao

San tim méi de doa dya trén théng tin
tinh bao Ia mét mé hinh san tim bi
déng, str dung Chi sé thda hiép (loC)
tlr cac ngudn thong tin tinh bao vé méi
de doa. San tim dua trén thong tin tinh
bao c6 thé trién khai loC, gia tri bam,
dia chi IP, tén mién, hé théng mang
hodc cdu phéan luu trir dwoc cac nén
tang chia sé théng tin tinh bao cung
cép. Tir cac nén tang nay, canh bao
mdéi de doa ty ddng dugc xuét ra va tré
thanh nguén théng tin dau vao cua
SIEM. Sau khi SIEM nhan dwoc canh
bao dwa trén loC, nhan vién phu trach
san tim mdi de doa c6 thé xem xét hoat
déng ddc hai trudc va sau kKhi nhan
canh bao dé nhan dién moi hanh vi
xam pham trén toan hé théng.

San tim méi de doa gia dinh

San tim méi de doa gia dinh la phuong
phap san tim chi déng bang cach st
dung thu vién san tim méi de doa.
Phuong phap nay phu hgp véi khudn
khé MITRE ATT&CK, dbng théi trién
khai viéc san tim dwa trén gia dinh dé
trién khai Chi s6 tan céng (IoAs) va
Chién thuét, Ky thuat va Thu tuc (TTP)
cua nhirng ké tan céng. Nhan vién phuy
trach san tim méi de doa nhan dién tac
nhan gay ra mbi de doa trén co s& moi
tredng, mién va hanh vi tdn cong dé
phat trién mét gia thuyét phu hop voi
khuén khé MITRE. Sau khi nhan dang
duoc khudn mau hanh vi, nhan vién
phu trach san tim méi de doa sé kiém
tra cac khuén mau hoat dong dé phat
hién, nhan dang va c6 lap mdi de doa.

San tim méi de doa tuy chinh

San tim méi de doa tuy chinh phu
thudc vao viéc nhan thirc tinh hudng va
cac phuong phap san tim méi de doa
theo dac thu trng nganh. Phuong phap
nay giup phat hién yéu té bat thuéng
trong cac céng cu SIEM va EDR va
duoc hiéu chinh theo nhu cdu cla
khach hang. Qua trinh san tim méi de
doa tuy chinh hoac theo tinh hudng
duwoc thuc hién trong nhirng diéu kién
nhat dinh, chang han nhu méi quan
tam vé dia chinh tri va cac cudc tan
cdng co chu dich hoac dwa trén yéu
cau clia khach hang. Ca mé hinh san
tim duwa trén théng tin tinh bao va gia
dinh, trong d6 co6 str dung thong tin 10A
va loC, déu cé thé dugc sir dung trong
hoat déng san tim nay.




3. CAC DICH VU MOBIFONE SECURITY
4. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING

C6 nhirng thdéng tin m&i nhat vé tinh hinh an ninh cta hé
thong théng qua cac bao cao cua MobiFone Security.

LO1iCH KHACH HANG

Nhan nhitng tw van, khuyen nghi tir cac chuyén gia hang
dég trong linh vuwe b’éo mat de t6i wu hda hé thong, han
ché toi kha nang bi tan cong.

ninh théng tin, ké ca cac mbi de doa phirc tap chwa tirng
dwoc phat hién.

Hiéu dwoc phuong thirc, ddng co cia nhirtng ké tan
cbng, tr d6 co chien lwgec phong thu trwdc cac moi de
doa moét cach toan dién.

[Du’o’c bdo vé an toan tdi da trwéc nhirtng mdi de doa an}




THONG TIN THI TRUONG

SO/BAN NGHANH Dién tap thwc chién 440.000.000

SO/BAN NGHANH Cung cap, |ap dat thiét bi phan cirng, phan 46.523.226.000
mém cho hé théng SOC

CONG AN TiNH Trién khai chwong trinh dao tao nguén nhan 420.000.000
lwc An ninh mang nam 2024 tai tinh KHA

SO/BAN NGHANH Dich vu kiém tra, danh gia dinh ky hé théng 900.000.000
thoéng tin cip do 3

CONG TY CAP NUGC Dich vu Banh gia An toan théng tin 395.000.000

Vi THANH TOAN Dich vu Danh gia An toan thong tin 350.000.000

HOP TAC XA TINH CAO BANG Thué dich vu kiém tra danh gia ATTT (THAU) 288.000.000

CONG AN TINH (PA05) Dich vu Dién tap thwc chién 13-16 ty

Dich vu danh gia ATTT
Phong chéng ma doc
Dich vu gidm sat SOC
EVN TINH DPanh gia diém yéu, kiém thr xam nhap va 389.000.000
lam sach cho may chi (May tinh, thiét bi,
May cha).



HOP DONG




lll. San pham Antivirus cho may chu Cloud

_¥E AVG
“Anti-Virus

(X,AVIRA

JLavast
U McAfee
/_}h

Bitdefender

ﬁuc tiéu ciia san pham: \
- Tang cuong an toan cho cac khach hang sir dung may cha Cloud

- Cung cép tinh ning bao vé co ban cho diém cudi Endpoint:

« Quét theo yéu cau (On-Demand Scan)

* Quét theo thoi gian thuc (Real-Time Scan)

 Cap nhat Co s¢ Dir liéu Virus

« C6 bang diéu khién quan ly tap trung

« Bao vé chéng phan mém doc hai (Malware Protection)

 Bao cao va canh bao

- Bao vé chong phan mém doc hai bang sir dung cac thiét bi a0 hda
bao mat

- Phét hién cé4c cudc tan cdng tién tién va cac hoat dong dang ngo &
giai doan trudc khi thuec thi /




lll. San pham Antivirus cho may chu Cloud

THI TRUONG

viettel Quy mé thi trwong Quoc té
Chi tiéu cho sdn phadm bao mat Cloud trén thé gi¢i cho nam 2022 1a
5275,7 triéu d6 va nam 2023 la 5616,7 v&i mirc tang trwdng 25,2%

380.000 385.000 720.000

wnd/thift bl/théng vedd/theft bi/nde wnd/ehidt bi/ndm

RN RS TR Ti trong chi tiéu theo céc giai phap ATTT tai Vigt Nam

W Naragerent Optiors v Maragemens Optons v Meregement 0ptore

' Adanced Acd-Eapion v Advanced Antiasion v Asanied Aa-Bxplor s SOC

o Art-Matware V' ArsiMalaace W Aot Mataare

v Smen Certraians v Comers Contral + Sman Certrelans mAY
Aawwise v A-ENENeg Ny

o Coreant Contred 7 Vb Trafic Scan 7 Corcert Congrod # Firowall
VWb Trae Sean v Devica Cowret v Aeti-Prigrieq

W Network Aniack Deferce v Foowell Wb Trafic Scan Dich wu
v Device Corernl 2 Protess o Device Coreral

o Areast i0eter ABeanied Thes v Firewet u Khac

o Process Conuret ATO o/ Peocess
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dong.




lll. San pham Antivirus cho may chu Cloud

Cac goi cudc

b|

MobiFone Endpoint Security 325,000 1 thang Tang 1 thang 1 server Quet tap trung tai ha tang Cloud
Business Free déi tac dau tw tai Cloud
MobiFone
2 MobiFone Endpoint Security 424,000 1 thang Tang 1 thang 1 server Q,uét tap trung tai ha tang Cloud
Premium Free doi tac dau tw tai Cloud
MobiFone
3 1,869,563 1 nam Tang 1 thang 2 server + 2PC - CO6 céac goi khac nhau theo sb
Free lvong may chu
MobiFone GravityZone Endpoint - Quet tap trung qua Cloud cua
Security Business (MB1) doi tac cung cap AV
4 4,902,422 1 nam Tang 1 thang 2 server+ 3PC - C6 cac goi khac nhau theo sb

, _ _ Free lwvong may chu
MobiFone GravityZone Endpoint - Quét tap trung qua Cloud cla

Security Premium (MP1) dbi tac cung cap AV

Phi hoa hong

15%



lll. San pham Antivirus cho may chu Cloud

Goi cwdc co ban

Cac goi cwdc Nam

STT Tén san pham Gl2901 Ichuky|  $6 wong thiét bi — hiich';:;?:; N Ghi chi
1 MobiFone Endpoint Security Business (MB1) 1,869,563 Nam 1| 2 Server + 2 PC (4 device) 373.912.60 Khuy&n mai thang d4u tién dung ther (13 thang)
2 MobiFone Endpoint Security Business (MB2) 3,271,058/ Nam 1| 3 Server + 4 PC (7 device) 654.211.60 Khuy&n mai thang d4u tién dung ther (13 thang)
3 MobiFone Endpoint Security Business (MB3) 5,140,207| Nam 1|4 Server + 7 PC (11 device) 1,028,041.40 Khuyén mai thang dau tién dung thir (13 thang)
4 | MobiFone Endpoint Security Business (MB4) 6,542,052 Nam 1[5 Server + 9 PC (14 device) 1,308.410.40 Khuyén mai thang d4u tién dung thi» (13 thang)
5 | MobiFone Endpoint Security Business (MB5) 7,645,691 Nam 16 Server + 9 PC (15 device) 1,529,138 Khuyén mai thang d4u tién dung thi» (13 thang)

GOi cwdc nang cao

STT Tén san phim Giagéi oy ky| 6 wong thiétbj __Cac loai phi* Ghi cha

cwédc Phi hoa hong (15%)***

1 | MobiFone Endpg\i/rl‘;f)ec“my Premium 4,902,422| Nam 1| 2 Server + 3 PC (8 device) 195.363.28 Khuyén mai thang dau tién dung thir (13 thang)
» | MobiFone Endpg\i/ln;zs)ec”my Premium 5,881,496| Nam 1 3 Server + 3 PC (6 device) 882 224 Khuyén mai thang dau tién ding thiv (13 thang)
, MobiFone Endpf’l\i;;;ecurity Premium 8,822,245|Nam 1 4 Server + 5 PC (9 device) L 323337 Khuyén mai thang dau tién dung thir (13 thang)
. MobiFone Endpg\i;g,zecurity Premium |11 26 993| Nam 1|5 Server + 7 PC (12 device) 764,449 Khuyén mai thang dau tién ding thix (13 thang)
; MobiFone Endpg\i/'?;;ecurity Premium |15 264 666| Nam 1|6 Server + 9 PC (15 device) 2 067700 Khuyén mai thang dau tién dang thix (13 thang)







4.1 YEU CAU CAP PO AN TOAN THONG TIN

1. Yéu ciu vé thiét ké hé théng
a) Thiét ké cac ving mang trong hé théng theo chirc nang, cac viing mang téi thiéu bao gbm:
Theo quy dinh cua Luat An toan thdng tin mang, VIEC | vung mang nsi bs:
dam bao ATTT cho cac cac don vi Phwdng, X&, iivingmang bién:
Trwdng hoc phai ddm bao tir cap do 2 tré Ién. i, Ving DMZ;
Pam bdo ATTT cap do 2 tbi thiéu can trién khai: iv. Viing méy chi ndi bo;
. Hé théng tu’b’ng |C|’a v. Viing mang khéng day (néu co) tach riéng, doc lap véi cac viing mang khac.

Ph R . he h z 5 g b) C6 phwong an thiét ké bao dam cac yéu cau sau:
[}
an mem phong chong ma doc i. Cé phuong &n quan Iy truy cap, quan tri hé théng tir xa an toan str dung mang riéng &o hoac

phwong an twong dwong;

ii. Cé phwong an quan ly truy cap gitra cac viing mang va phong chéng xam nhap, str dung san
pham Tuwéng Ilra c6 tich hop chirc ndng phong, chdng xam nhap hodc phuong an twong duong;

iii. Cé phwong an phong chéng ma ddc cho may chli va may tram sir dung san phdm Phong chéng
ma doc hodc phwong an twong dwong;

iv. Cé phwong an phong chéng tan céng mang cho (rng dung web; s dung san phadm Tuwéng Itra
(rng dung web ddi véi hé théng thong tin theo quy dinh tai khodn 2 Diéu 8 Nghj dinh 85/2016/ND-
CP;

v. Cé phwong an bao dam an toan thong tin cho hé théng thw dién tir di véi hé thdng thu dién toy;

vi. Cé phwong an dy phdng cho céc thiét bj mang chinh, bao gém thiét bj chuyén mach trung tam
hoac twong dwong, thiét bi twérng Ira trung tam.

Cap do 2



4.2 GIAl PHAP TUGNG LUA THONG MINH
MobiSate0ttice

Violations A
1 0 Issues ‘

DPap Umg yéu cau cap do mobifone
_»a Tinh ndng dap (rng yéu cau cap do e e 8 5 @l
ATTT theo quy dinh. R . occ: " canndt o ——

® Wireless Clients

Top Apps Topusers

fop) Dé strdung e :
Cai dat tw dong, quan tri don gian qua premin | »
=] [=] [=] Cloud, App. | 1 ._ ®
" ‘ I I zz . y .
" . 08/06/2023 08/07/2023 Yesterday Today James Ma
10 e i [ J mYoutube mMessenger mFacebook wZalo mViber

Tuan thu
Tuan tha cac quy dinh vé ATTT tai
Viét Nam




4.3.GIAI PHAP TUGNG LUA THONG MINH
MobiSafe0ffice

TINH NANG SAN PHAM

Tinh nang An toan, an ninh

Chan loc dia chi Ilra ddo, ddc hai: Tich hop ngudn di liéu
v& méi nguy, tw dong chan cac két ndi nguy hiém

Phan vang mang, tao ra cac ving mang theo chirc nang:

Insite, outsite, DMZ...

Truy cap, két ndi tir xa an toan théng qua VPN: Remote Access
VPN va site-to-site VPN

Gidm sat, phathién va phong chéng xdm nhap, cdnh bao cho
quan tri.

TopApps Topusers

4 Ung dung cong nghé Al phat hién cac mdi nguy tw dong
&'[ Ay dam béo phat hign va phong chéng kip thoi

e Tich hop phong chéng mad déc va quan ly chinh sach an toan
e EpEs  thongtin cho cdc mdy tram trong mang (*)

(‘h\ N 2 - . . . 2 P
!" ] I]” il l'“ ‘\.il Twong Ira *ng dung Web (Web Application Firewall) bao vé ing

dung web trudc cac nguy co'tan cong, 16 hdng (*)

\

7T\
R 2 ~ ~ e A ? v z . 7 9 ~ A
-/ Bao vé hé théng thu dién tl, chdn loc cac email cé chirama déc,

Ira d3o (¥)

ZAN

Tuan thua

Tinh nang Quan ly

>

&)

=
|

Kiém soat viéc sir dung cac rng dung Video clia ngudi dung: ai
dugcstrdung, thoi gian st dung.

Kiém soat viéc st dung cac rng dung Game clia ngudi dung: ai
dugcstrdung, thoi gian st dung.

Kiém soat viéc sir dung cdc (rng dung Mang x3 hdi clia nguoi

dung: ai dwgc sir dung, thdi gian strdung.

Kiém soat viéc str dung cacrng dung nhan tin clia nguoi dung: ai
dugcstrdung, thoi gian st dung.

Can bang tai, ho tro két ndinhiéu dwong truyén Internet, ting toc
d6 mang va du phong khi cé su ¢6 dudng truyén

Héthéng bdo cdo tinh hinh st dung: top may st dung nhiéu
nhat, top &ng dung st dung nhiéu nhat...

Kiém soat truy cap NAC (Network Access Control) quan ly cdcmay
tram theo dia chi MAC, IP.

Quan ly tap trung dé dang théng qua Cloud, giam thiéu thoi gian
cai datZTP (Zero Touch Provisioning)

®¢® Chiasé thong tin theo thong tw: 31/2017/TT-BTTTT

Tuan tha theo cong van 2973 BTTTT-CATTT v& gidm sét GlggW
an toan théng tin trong co’ quan, t& chirc nha nudc

. Chia sé thong tin ma doc theo Chi thj 14/CT - TTg nam
2018




4.4. Ciic PHIEN BAN KHiiC
MobiSafe0ffice

.

School Pro

Pap (g yéu cau cap do 1 va 2 Pap (rng Dap trng Dap (rng
- . . Quan/Huyén

Phi hop Trwrrng hoc: Tiéu hoc, THCS, THPT |8, Phuong Trang hoc Tréng hoc I6n Bénh vién

Van phong quy m6 nho Van phang quy trung binh, Ién

Hiéu nang, cau hinh chinh

Sé lrong may két néi déng thoi 50- 100 | >0 1¥ong mdy ket ndi dong thor: 300 - 500

! 6 x GbE RJ-45
3 x GbE FEJ-45 (Intel® 1210) Firewall . ) )
Hiéu nang va sé céng két néi Sé lvong may két néi dng thai: 40 Throughput: 500 Mbps IPS: 450 Mbps MFI::LESWE" Throughput: 900 Mbps IPS: 800
VPN: 50 phién dong thoi Desktop, small VPN: 100 phién déng thoi 1U rackmount
form factor and fanless
1 % LAN module

Tinh nang An toan, an ninh

Chin loc dia gh’l Ilra dao, doc hai:
Tich hop ngudn di¥ li€u vé& maéi nguy, X X X
fir dong chan cac két ndi nguy hiém

Phan vung mang Insite, Outsite X X X
Phan viing mang Insite, Outsite, .
DMZ...

Truy cap, két ndi tir xa an toan théng

qua VPN: Remote Access VPN va X X X
site-to-site VPN

Giam sat, phat hién va phong chéng X X X

xam nhap, canh bao cho quan tri.




0.5 BANG SO SANH V31 MobiSatedifice

(Standard Series)
T . L. o
=== X X X X X X X X X X X X Duw&i 30 triéu
- Junipersrx300
" X X X X X X X X 34,000,000
Fortinet (xOF Series)
".;-;-‘T- X X X X X X X X X 48,000,000
| Sophos (XG 115 Series)
A — i,
i+ S X X X X X X X X X 37,200,000
)
u X X X X X X X X X 42,000,000
Note:

(1): Tuan tha cac quy dinh cla Viét Nam: Tuan tha TT 31/2017/BTTTT-TT, CV 2973/BTTTT-CATTT vé giam sat.
(2): Quan ly qua Cloud, yéu cau Cloud phai & Viét Nam
(3): Cap nhat théng tin déc hai, ma ddc thoi gian thyc tr NCSC




4.6.001 TUONG KHACH HANG

Co quan trwe thudc Co quan trwd'ng hoc, Doanh nghiép vira va nhé

Xa, Phuwong, Thi Tran bénh vién, (SMEs)
Nhu cau: Nhu ciu: Nhu cau:
Tai Viét Nam: - Quy mo trwong hoc: - Viét Nam c6 70.000 Doanh nghiép vira va
C6 63 tinh/thanh phé va c6 10.598 don + Truong THCS va PTCS: 10.882 truong nho lam vé linh vyc Cong nghé s6 (Phan
vi hanh chinh cap xa (gbm x&, phwong, + Trwong THPT: 2.758 trwong mém, dich vu CNTT, san xu4t phan cing): Sé
thi trdn) trong d6 c6 614 thi trdn, 1.737 + Trwong PT dan toc noi tra: 242 Truong c6 cac hé théng dé quan ly/lwu trle dev liéu
phwong + Trwdng PT dan téc ban trd: 687 trwong phuc vu cho doanh nghiép.
Chuwa trang bj cac thiét bi Firewall + Trwong DH: 43 treong

- Quy mo bénh vién: Ca nwéc co 47 bénh

vién tuyén trung wong, 419 bénh vién

tuyén tinh va 684 bénh vién tuyén huyén.

Tat ca
xa phuong cua

Hon 10.000
xa phuang




TRAN TRONG CAM ON!
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