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GIOI THIEU MOBIFONE SECURITY

Gidi thiéu vé MobiFone Security va nang lwc phat trién cong nghé

TONG QUAN VE SOC
SOC la gi
CAu triic ciia MOBIFONE-SOC

GIO1 THIEU CAC DICH VU MOBIFONE SECURITY
Dich vu giam sat An toan théng tin “Security Mornitoring

Dich vu &rng ctru va x ly sw cd “Incident Response”

Dich vu san tim méi de doa “Threat Hunting”

Dich vu Kiém th(r an toan théng tin (V.A, Pentest, Security Audit)

HOI PAP




mobifone

GIOI THIEU VE MOBIFONE SECURITY




1. GIO! THIEU MOBIFONE SECURITY

- THANH LAP NAM 2024 VO NHIEM VU PHAT TRIEN KINH DOANH DICH VU AN TOAN THONG TIN MANG

- THUOC TOP 3 NHA MANG VIEN THONG KINH DOANH/SAN PHAM DICH VU ATTT

Muc Tiéu

Trong 2 nam t&i sé€ dwa MobiFone tré
thanh mot trong nhixng don vi cung
cép dich vu ATTT duoc tin cay véi va
chiém [inh it nh4t 50% thi phan noi
dia.

Dén nam 2025, MobiFone tr& thanh
thwong hiéu uy tin nhat Viét Nam
trong Iinh vwc cung cép cac gidi phap
vé an ninh an toan théng tin

- SAN PHAM DICH VU :
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Khéng gian mang phai la noi
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ca moi nguoi.
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Pua cac san pham dich vu do
chinh minh tao ra t&i tay nguoi
st dung v&i gia ca hop ly nhat
va bao vé an toan cho nguoi st
dung trwdc cac hiém hoa dén tiy
khéng gian mang
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1. GIO! THIEU MOBIFONE SECURITY

BQ THONG TIN VATRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
Dic lip - Tw do - Hanh phiic

$6:303 /GP-BTTTT Ha Néi, ngay /5 thing /0nam 2024
GIAY PHEP KINH DOANH
SAN PHAM, DICH VU AN TOAN THONG TIN MANG
(Cap lan dau ngay 15 thang 10 nam 2024,
C6 gid tri dén hét ngay 14 thang 10 nam 2034)

BQ THONG TIN VA TRUYEN THONG

Can cr Luat An toan thong tin mang ngay 19 thing 11 nim 2015;

Ciin ¢ Nghi dinh s6 48/2022/ND-CP ngay 26 thang 7 niim 2022 cua
Chinh phi quy dinh chirc ning, nhiém vy, quyén han va co céu té chirc cua
Bo Thong tin va Truyén thong;

Ciin cir Nghi dinh s6 108/2016/ND-CP ngdy 01 thing 7 ndm 2016 cia
Chinh phii quy dinh chi tiét diéu kién kinh doanh san phim, dich vu an toin
thong tin mang;

Xét don s6 3391/MOBIFONE-BUANM, ngay 14 thing 8 nim 2024 va hd so
@& nghi cip Gidy phép kinh doanh san phim, dich vy an ton thong tin mang clia
Téng cong ty Vién thong MobiFone;

Theo dé nghi cia Cuc truong Cuc An toan thong tin,

QUYET DINH:

Diéu 1. Cho phép Tong cong ty Vién thong MobiFone duge kinh doanh san
phéam, dich vu an toan théng tin mang.

1. Thong tin doanh nghiép:

a) Tén giao dich cia doanh nghiép bing tiéng Viét hofic tiéng nude ngoi
(néu c6): MobiFone Corporation.

b) Tén ngudi dai dién theo phap luit: To Manh Cudng.

¢) Gidy chimg nhin ding ky doanh nghiép sé: 0100686209 do S& Ké hoach
va Diu tr Thanh phé Ha Ngi cdp lin diu ngdy 20 thang 9 nim 2010, cip thay doi
lin 12, ngdy 16 thing 6 nam 2023

d) Dia chi tru s chinh tai Viét Nam: S 01 phé Pham Vin Bach, Phuimg Yén
Hoa, Quan Céu Gidy, Thanh phd Ha Noi.

&) Dién thoai: 024 3783 1800. ¢) S0 Fax: 024 3783 1734.

) Ma s6 thué: 0100686209

2. Doanh nghiép duoc phép kinh doanh:

a) San xuit san pham kiém tra, dénh gi4 an toan théng tin mang:

- San pham MobiAudit.

b) San xudt san phim giam st an toan thong tin mang:

- San pham MobiSOC.

¢) San xut san pham chéng tin cong, xam nhip:

- San phim MobiSafe.

- San pham MobiWAF.

d) Dich vu giam sét an toan thong tin mang.

d) Dich vu phong ngira, chéng tin cong mang.

¢) Dich vu (mg ciru su b an toan thong tin mang.

) Dich vu tur vin an toan théng tin mang.

h) Dich vu kiém tra, dinh gid an toan thong tin mang.

Diéu 2. T(‘)‘ng cong ty Vién thong MobiFone phai thuc hién ding cac quy dinh
tai Nghi dinh s6 108/2016/ND-CP ngay 01 thang 7 nim 2016 cua Chinh phu quy
dinh chi tiét diéu kién kinh doanh san pham, dich vu an toan théng tin mang va cic
quy dinh khéc cua phap luat ¢6 lién quan.

Didu 3. Gidly phép kinh doanh sin phim, dich vu an toan thdng tin mang nay
¢6 hiéu luc ke tir ngay ky va c6 gid tri dén hétngay 14 thang 10 nam 2034./.

Noi nhn: KT. BQ TRUONG
-NhuDieul; THU TRUONG
- Bo truong (de bic);

- Thit trong Pham Dirc Long:

-VuPC;

- Thanh tra Bo;
- Lwu: VT, CATTT (3b).TTPC.1er.

QRRRRQRRRRRK

Séan xuét san pham kiém tra, danh gia an toan théng tin mang

San xuét san pham giam sat an toan théng tin mang

Séan xuét san pham chdng tan céng, xam nhap

Dich vu giam sat an toan thdong tin mang

Dich vu phong ngtra, chéng tdn céng mang
Dich vu trng ctu sy ¢ an toan thdng tin mang
Dich vu tw van an toan théng tin mang

Dich vu kiém tra, danh gia an toan théng tin mang
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2. GIOI THIEU VE SOC

Trung tdm Diéu hanh an ninh mang - SOC (Security Operation Center): la bd may cé nhiém vu theo déi, phat hién, cach ly, x& ly cac sw
cb va chiju trach nhiém vé mirc do an toan cda toan bd hé thdng théng tin cta td chirc véi tAn suéat giam sat, hoat dong 24/7

MobiFone la mét trong nhirng don vj tién phong vé SOC “Make in VietNam”

EDR

SIEM

Analytics Engine
Threat Intelligence
Al Platform
BigData Platform
Storage Platform

Certified ‘

E H Hacking Forensic

Compute

Ethical Hacker

A SRR N

INVESTIGATOR

Mpbilfone SOC la sw két hop hoan hao giirva 3
yéu to:

* Con ngwoi: MobiFone SOC quy tu cac chuyén
gia trong hang dau trong Ilinh virc an ninh an toan
théng tin véi gan 10 nam kinh nghiém

* Cong nghé: S dung 2 nén tang cdng nghé tbeo
nhu cau cia khach hang (QRadar & Ty phat trién)

* Quy trinh: Cac quy trinh van hanh, bao cao — xt
ly s ¢b tuan tha chinh sach ANTT ap dung nghiém
ngét theo cac tiéu chuén quéc té 1SO 27035, ISO
20000 va ISO 27001.




2. GIOI THIEU VE SOC

2.1. Q@NG MobiFone Storage
NGHE Platform

Unknown Threat LSO IEle MobiFone BigData

Detection Platform ACUEL D Satiely Analysis Platform

SOC Portal

MobiFone SOC CORE

Analytics SIEM SOAR Threat
Intelligence
Cloud as Z19LL1IN"
are

ALIRINDTS dUOHIqOA - D0S

Network lications AgenvVEndpoint
EcoData Source Server - App Cloud




2. GIOI THIEU VE SOC

2.2. CON

NGUOI

Tier 2 Phan tich (Analyst Team)
ler X ly sw cO (Incident Response Team)

iéu tra sO (Forensic Team)
San tim moi de doa (Threat Hunting Team)

VY EWELE

Analysis

Giam sat va canh bao (Monitor
and Alert Team)

@A

RED TEAM -L\/—(- BLUE TEAM
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3. CAC DICH VU MOBIFONE SECURITY

1. DICH VU GIAM SAT AN TOAN THONG

TIN / \

. Theo doi, thu th,ép, t6ng hop, phér) tich, xac min’h thdng tin ve
cac rui ro, sy cO ATTT, cac cubc tan cong vao doi twong giam
sat.

. Chiju trach nhiém vé m&c do an toan cla toan by hé théng
théng tin cua to chirc v&i tan suat giam sat, hoat dong 24/7
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3. CAC DICH VU MOBIFONE SECURITY

1. DICH VU GIAM SAT AN TOAN THONG TIN

Giam sat hé théng lién tuc 24/7 theo thdi gian thyc
(real-time).

U'U BIEM NOI

2 I M Y

Tich hop hé thc“')ng tri tué nhan tao Al va Machine
Learning giup nang cao kha nang tw déng giam sat.

cap nhat co s& dir liéu lién tuc tr Threat
Intelligence.

HH“'
il

Giam sat, phan tich va phan *ng nhanh chéng,
chinh xac déi v&i cac moi de doa trén hé thong.

Khé nang tich hop don gian, dé dang voi cac hé

LPhét hién cac mbi de doa m&i nhat nhd vao co ché}
thdng CNTT }




3. CAC DICH VU MOBIFONE SECURITY

1. DICH VU GIAM SAT AN TOAN THONG TIN QUY TRINH GIAM SATATTT

WIS s co « Bwéc 1: Sau khi tiép nhan ticket tir SOC, giam sat vién Tier 1 kiém tra
T ) Investigations nhdm xac dinh ticket ¢ tring lap hay khéng: Kiém tra va xac
V dinh ticket xuat hién trén hé théng giam sat SOC da c6 ton tai hay chua?
S Céc IP dich va IP ngubn cé thworng xuyén xuéat hién khéng? Néu da trung
lap thi két thac quy trinh. Néu khéng trung I&p thi chuyén téi buéce tiép theo

quy trinh.
e & + Bwéc 2: Giam sat vién Tier 1 cap nhat ticket vao Investigations. Sau doé

‘ | chuyén t&i buwac xr Iy ké tiép.

Assignee Tier2 Xir  theo Playbook - Bwéc 3: Giam sat vién Tier 1 kiém tra xem ticket da c6 trong Playbook
chwa. Néu da co thi xi ly theo hwéng dan trong Playbook. Néu chua co,

) giam sat vién Tier 1 sé gan Assignee cho mét nhan vién thudc Tier 2 co

G trach nhiém phan tich va dwa ra phwong an xt ly dbi voi ticket. Sau khi
khuyén nghi da dwoc xt ly da dwoc dwa ra, giam sat vién Tier 1 sé cap
Gtri Investigations nhét VéO ba'o CéO

| chokhach hang

Khéch hang phan hdi I ,

o « Bwé&ce 5: Nhan phan hdi cia Khach Hang. Néu can thiét thi trao dbi voi
Cép nhatrang théi Khach hang nham xac minh thém cac théng tin vé ticket va mic dé anh
= hwéng t&i hé thdng.

« Bwéc 6: Sau khi hoan thanh qua trinh trao dbi xtr ly gitra hai bén, nhan sy
o giam sat SOC sé cap nhat lai trang thai cua ticket va déng quy trinh théng

bao sw cd.

+ Bwéc 4: Nhan vién ‘giém sat Tier 1 c6 trach nhiém gwi lai bég cao cho
khach hang trong phan Investigations sau khi da cap nhat khuyén nghij xcr

Goi dién thong bao

A

A



3. CAC DICH VU MOBIFONE SECURITY

1. DICH VU GIAM SAT AN TOAN THONG TIN

Cam két cung c4p dich vu (Service Level Agreement — SLA)

Sources of Alerts teoidElc el ME L EVIECId ol Phwong phap théng bao Thoi gian toi da tw khi nhan

SIEM) tién xdv ly canh bao dén khi xt ly
HIGH 3 Thoi gian thl_.I’C‘ thong qua tin nhan 90 phut
va email
SOC Alerts WARNING 5 Thoi gian thl_.I’C‘ thong qua tin nhan ’
va email 24 tiéng
INFORMATIONAL 1 N/A
s 180 phut tir khi nhan dwoc
AU INelieAel Review Action 3 N/A théng bao chinh thirc tw

tlr khach hang khach hang



3. CAC DICH VU MOBIFONE SECURITY

1. DICH VU GIAM SAT AN TOAN THONG TIN

4 ‘ )

G‘iém chi phi dau twv cho an toan théng tin, khéng 9én

$ dau tw mét khoan chi phi Ién cho nhan sy va ha tang
bao mat. S dung dich vu bao mat chuyén nghiép duoc

, cung cap b&i nhirng chuyén gia hang dau.
LO' iCH KHACH < 4

Nhanh chéng phat hién cac mdi de doa, tlr d6 cé nhirng
bién phap ngan chan va giam thiéu rui ro.

nh& co ché xac dinh hanh vi bat thwong tich hop Al va
Machine Learning.

Han ché cac canh bao khdng chinh xac (false positives)}

Buwoc dadm bao vé sw an toan clia hé thong thong tin 24/7
trwdc cac moi de doa trén internet.




3. CAC DICH VU MOBIFONE SECURITY

2. DICH VU NG CUPU VA XU’ LY SU' CcO

Dich vu "Ung ctru x&r ly sw cd" 1a hoat ddng nham x& ly, khac
phuc sw c6 gady méat an ninh an toan théng tin gém: theo déi, thu
thap, phan tich, phat hién, canh bao, diéu tra, xac minh sy cb,
ngan chan sy cd, va khéi phuc hoat déng binh thwdng clia hé
thdng théng tin. Cac hoat dong nay sé do cac chuyén gia ATTT
cua MobiFone Security dam nhiém va thuwc hién. /

<

7




3. CAC DICH VU MOBIFONE SECURITY

2. DICH VU I’'NG ClPU VA XU LY Su» cO

San sang ng clru sw cd 24x7x365 voi doi ngl
@ chuyén gia tai trung tdm giam sat an ninh mang
MobiFone SOC.

U DIEM NOI

Tich hop hé thdng tri tué nhan tao Al va Machine
Learning giup nang cao kha nang tw déng giam sat.

Bao cao phan tich chuyén sau cac sy cd dwoc thuc
hién b&i ddi ngl dieu tra sw cO cua MobiFone

[Security.

[
©:

Khuyén nghi nang cap, va céc 16 hong hé thong sau
khi khac phuc sw co.

- W A T A W




3. CAC DICH VU MOBIFONE SECURITY

2. DICH VU IPNG ClPU VA XIP LY sSu¥ cO

Quy trinh Xt 1§ su ¢6 An ninh an toan thong tin

Receive Scoping Incident Response Recovery Review The End

Commander

____________________________________________________________________________________________________________________________________________________________________________________________________________________

Controller

.....................................................................................................................................................................................................................

X Iy ——3p HJ trg Recover 3 Review - >

Handler : l E l 5 l :




3. CAC DICH VU MOBIFONE SECURITY

2. DICH VU NG CUU VA XU LY Suv cO

B6 phan/nhém tiép nhan céac
thédng tin sw cb tlr phia khéach
hang. Nhém c6 trach nhiém tiép
nhan théng tin, tién x& ly céac
théng tin sw cb. Trong trwdng
hop cac théng tin khéng day du
dé giai quyét sy cd hodc can hé
tro thém dé x& ly, nhém nay co
trach nhi@m chuyén toan b cac
théng tin tiép nhan cho bd phan
Xt ly cap trén (Controller)

B6 phan/nhédm phan tich, dinh
hwéng va diéu phdi xir ly. Nhém
nay co trach nhiém phan tich chi
tiét cac thong tin sy cb tiép
nhan, xac dinh phwong hwédng
x& ly va chju trach nhiém diéu
phdi cho toan bé qua trinh x& ly
sy cb. Dé viéc xi ly hiéu qua,
nhém nay co thé yéu cau khach
hang bd sung hoac phdi hop bd
sung théng tin chi tiét vé sy cd
trong qua trinh tiép nhan va
phan tich.

B&6 phan/nhéom trwc tiép phan
tich va x&r ly cac sy cb. Thanh
vién nhém nay cé thé bao gém
ca nhan vién ky thuat cua
MobiFone va doi ngld ky thuat
cua khach hang. Nhém nay sé
X ly sw cd theo hwéng dan va
diéu phdi xt Iy cia Controller.
Trong qua trinh x& ly, moi van
dé phat sinh nhém cé trach
nhiém ghi nhan va bao cao cho
Controller trwéc khi cé hanh
ddong phan trng tiép theo.



3. CAC DICH VU MOBIFONE SECURITY

2. DICH VU 'NG CL’U VA XU’ LY SU cO

GOIDICHVU | THOI GIAN XU’ LY/NAM THO'l GIAN CO MAT TAI KHACH HANG DON VI TiINH

200 gi& 12 tiéng (ap dung trong ndi thanh Ha Noi) Nam
350 gi& 6 tiéng (dp dung trong ndi thanh Ha Noi) Nam
500 gi& 3 tiéng (dp dung trong ndi thanh Ha Noi) Nam
Toi thiéu 100 gi® Thoa thuan v&i khach hang Nam



3. CAC DICH VU MOBIFONE SECURITY
2. DICH VU NG CPU VA XU’ LY S CcO

Nhanh chéng ngan chan/ khac phuc sw ¢d an ninh an
toan théng tin, gidm thiéu hau qua khi hé théng bj tan

-
£

LOI iCH KHACH

Yy
HAN.G 8, o é

Giam thiéu thiét hai vé kinh té déi v&i td chirc khi bj tan

cong khai thac, lam gian doan hoat dong.

VR,

LDU’Q’C dam bao vé su an toan cla hé thdng thong tin 24/7}

Dich vu trng ctru s cb nhanh choéng, chuyén nghiép theo
cam két cung cap dich vu (SLA) cua MobiFone Security.




3. CAC DICH VU MOBIFONE SECURITY

3. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING

4 N

Threat Hunting la mét hoat dong th‘)ng tha mang tich cwc. Day la
moét qua trinh chd déng tim kiem cac moi de doa, sir dung
internal va external threat intelligence, khai thac va phan tich
théng tin (log, ma doéc).

4

L




3. CAC DICH VU MOBIFONE SECURITY

3. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING

e . N
Thr‘eat Intelligence: cap phét 24/7 cac moi de doa moi tt:y
nhiéu to chirc phong chdng ma ddc uy tin, phan loai moi U BDIEM NOI

_de doa theo nganh nghé cla khach hang.

J

a N
Vulnerability Assessment: ra soat cac moi de doa, diém
yéu, 16 hdng c6 thé bj khai thac tlr bén trong hé théng.

N J

hang dau trong nganh v&i nhiéu ndm kinh nghiém vé an
\toén théng tin.

a : N
\{gg St dung cac cdng nghé tién tién cung cac chuyén gia

J
g D
Nghién' clru va theo sat hoat déng clia cac nhom tin tac
trén thé gioi.
N\ J

/ .

St dung cac cong nghé tién tién cung cac chuyén gia
hang dau trong nganh v&i nhiéu nam kinh nghiém vé an
\toén thong tin.

J




3. CAC DICH VU MOBIFONE SECURITY

3. DICH VU SAN TiM MOI BE DQA — THREAT HUNTING

*
.

-

Phan tich hanh
vi ngwei dung

Phan tich hoat
déng mang

Phat hién ma
déc

N\ )
Threat
Intelligence
Feeds
J J

7

Phan tich ma
doc chuyén sau

~




3. CAC DICH VU MOBIFONE SECURITY

3. DICH VU SAN TiM MOI BE DQA — THREAT HUNTING

M6 hinh san tim moéi de doa

San tim dwa trén théng tin tinh bao

San tim mdi de doa dwa trén théng tin
tinh bao Ia mét mdé hinh san tim bi
dong, str dung Chi sé thda hiép (loC)
tr cac ngudn théng tin tinh bao vé méi
de doa. San tim dwa trén théng tin tinh
bao c6 thé trién khai loC, gia tri bam,
dia chi IP, tén mién, hé théng mang
hodc cau phan lwu trir dwoc cac nén
tang chia sé thong tin tinh bao cung
cép. Tr cac nén tang nay, canh bao
méi de doa ty dong dwoc xuat ra va tré
thanh nguoén théng tin dau vao caa
SIEM. Sau khi SIEM nhan dugc canh
bao dwa trén 10oC, nhan vién phu trach
san tim méi de doa cé thé xem xét hoat
doéng ddéc hai trwéc va sau khi nhan
canh bao dé nhan dién moi hanh vi
xam pham trén toan hé théng.

San tim méi de doa gia dinh

San tim méi de doa gia dinh 1a phwong
phap san tim chi déng bang cach s
dung thw vién san tim méi de doa.
Phuwong phap nay phu hop véi khudn
khé MITRE ATT&CK, déng théi trién
khai viéc san tim dwa trén gia dinh dé
trién khai Chi sé tan cong (IoAs) va
Chién thuat, Ky thuat va Tha tuc (TTP)
cta nhirng ké tan céng. Nhan vién phu
trach san tim méi de doa nhan dién tac
nhan gay ra méi de doa trén co s& moi
trrédng, mién va hanh vi tdn céng dé
phat trién mét gia thuyét phu hop véi
khuoén khd MITRE. Sau khi nhan dang
dwoc khuén mau hanh vi, nhan vién
phu trach san tim méi de doa sé kiém
tra cac khuén mau hoat déng dé phat
hién, nhan dang va cé lap mdbi de doa.

San tim méi de doa tuy chinh

San tim mdi de doa tuy chinh phu
thudc vao viéc nhan thire tinh huéng va
cac phuong phap san tim méi de doa
theo dac thu tirng nganh. Phuwong phap
nay giup phat hién yéu té bat thuwéng
trong cac cdéng cu SIEM va EDR va
duwoc hiéu chinh theo nhu cau caa
khach hang. Qua trinh san tim méi de
doa tuy chinh hoac theo tinh huéng
dugc thye hién trong nhirng diéu kién
nhat dinh, chang han nhu méi quan
tam vé dia chinh tri va cac cudc tan
cdng co6 chu dich hoac dwa trén yéu
cau cua khach hang. Ca méd hinh san
tim dwa trén thong tin tinh bao va gia
dinh, trong dé cé st dung théng tin I10A
va loC, déu co thé dwoc st dung trong
hoat dong san tim nay.




3. CAC DICH VU MOBIFONE SECURITY

3. DICH VU SAN TiM MOI BE DOA — THREAT HUNTING

C6 nhitng théng tin méi nhat ve tinh hinh an ninh clia hé
thong théng qua cac bao cao cua MobiFone Security.

LO'l ICH KHACH

Nhan nhitng tw van, khuyén nghi tir cac chuyén gia hang
dég t[ong [inh vue b,éo mat dé téi wu hdéa hé théng, han
ché toi kha nang bi tan céng.

ninh théng tin, ké ca cac mdi de doa phirc tap chwa tirng
dwoc phat hién.

Hiéu dwoc phwong thtre, dong co cua nhirng ké, tan
cbng, tr dé cod chién lwoc phong tha trwdc cac moi de
doa mét cach toan dién.

LDU’Q’C bdo vé an toan tbi da trwéc nhivng mbi de doa an}

o
memre




3. CAC DICH VU MOBIFONE SECURITY

4. DICH VU DO QUET LO HONG BAO MAT - VULNERABILITY ASSESSMENT

Vulnerability Assessment la giai phap do quét, xac dinh, phan
tich cac 16 héng bado mat trong méi trwdng hé théng xac dinh va
chi ra nhirng diém yéu (c6 kha nang tré thanh muc tiéu tan cong)
cling nhw cung cap khuyén nghi can thiét dé co thé loai bd
nhirng diém yéu dé hodc it nhat 1a gidm mdrc d6 rdi ro cha ching

‘[ﬁr [i=. \xuéng mot mirc do co thé chip nhan duoc. /

g}@




3. CAC DICH VU MOBIFONE SECURITY

4. DICH VU DO QUET LO HONG BAO MAT - VULNERABILITY ASSESSMENT

Ra soat cac moi de doa, diém yéu, 16 hong co thé bi
khai thac tw bén trong hé thong. VU DIEM NOI

BAT
f s L 2By E
Cé’p nhat di liéu 16 hong bao méat lién tuc qua hé - ==
thong MobiFone Threat Intelligence SR
- J %
/ i ) R
Tich hop Metasploit - Tan céng kiem thr v&i cac 16
hong mrc d6 nguy hiém nghiém trong.
- J
. N

Tich hop Al, Machine Learning phat hién sém cac

16 héng, canh bao nhanh choéng, chinh xac
N J

D& dang tich hop véi cac hé théng Céng nghé
thong tin




3. CAC DICH VU MOBIFONE SECURITY

4. DICH VU DO QUET LO HONG BAO MAT - VULNERABILITY ASSESSMENT — PENTEST -
SECURITY AUDIT

LO1 ICH KHACH

S P =
SRR IR = RS

Co nhirng thdng tin méi nhat vé tinh hinh an ninh clia hé
thong thong qua cac bao cao cua MobiFone Security.

Nhan nhirng tw van, khuyén nghi tir cac chuyén gia hang
dau trong linh vwc bdo mat dé téi wu héa hé théng, han

X

ché toi kha nang bij tan cong.

ninh théng tin, ké ca cac mbi de doa phrc tap chwa trng
dwoc phat hién.

LDU’Q’C bdo vé an toan tbi da trwéc nhivng mbi de doa an}
doa m6ét cach toan dién. J

Hiéu duoc phwo’ng thirc, ddng co cua nhirng ké, tan
cbng, tr dé co chién lwoc phong tha trwvdc cac moi de




3. CAC DICH VU MOBIFONE SECURITY

DICH VU KIEM THU AN TOAN THONG TIN — PENETRATION

TESTING

1,

:@:_

< 4

=4

DINH NGHIA
O La phuwong phap kiém tra/danh gia
murc dd an toan bang cach mé
phéng tan cong clia t6i pham mang
trén mot hé théng dang hoat déng
(dwa theo chudn OWASP, PTES)

QO PDuwoc thue hién bang phwong phap
va tw duy cla mét ké tAn cong
(hacker) thwce thu - 1a phwong phap

co kiém soat

d

d

MUC DiCH
Chi ra cac diém yéu, 16 hdng dé co

ké hoach khac phuc.

Cung cAp cai nhin toan canh vé an
ninh ng dung & sadn pham céng
nghé cla té churc.

Giam thiéu ton that vé tai chinh,

danh tiéng, s& hiru tri tué.

Tuan thi cac tiéu chuan vé
ANATTT (Hb so cép do, PCI
DSS...)

U U

mobifone

THO'I PIEM
Theo luat, quy dinh nganh.

Health check, danh gia hé théng.
Cé6 thém ha tdng mang hodc rng
dung m&i hodc cap nhat hay diéu
chinh dang ké cho cac trng dung va
ha tang.

Diéu chinh chinh sach bao mat cho

nguwdi dung cubi.




CAC PHU'ONG PHAP KIEM THU’ XAM NHAP mobifone

Q Thwce hién duéi hinh thire khong biét thong tin gi vé doi twong danh gia
O Dung voi thue té, tuy nhién phat hién 16i co tinh chat han ché

Black Box
Zero Knowledge

N

" Q Thyc hién dwéi hinh thire Source Code review khi biét toan b thong tin clia doi twong
[ Thoi gian danh gia twong doi dai

White Box
Full Knowledge

A v
4 )

Q Thuwe hién khi biét mét phan théng tin cla ng dung (tai khoan, ham chirc nang...)
d Hay dwoc lya chon dé thuc hién danh gia ngay nay

Grey Box
Some Knowledge

\_ J




PHAM VI PENETRATION TESTING mobifone

QO Application pentest: 'ng dung web, (rng dung

CRYPTOGRAPHIC FAILURES
EXPOSURE

POINTS BROKEN AUTHENTICATION

client-server, 'ng dung mobile va loT, cac API...

VULNERABLE & OUTDATED COMPONENTS
BUSINESS

LoGIC INJECTION

INSECURE DESIGN
OWASP

TOP 10
SECURITY MISCONFIGURATION

IDENTIFICATION & AUTHENTICATION FAILURES

D Network pe ntest: ATTACK
i SURFACE
- EXte rnal PenteSt g .Pen;t:::lon SECURITY LOGGING & MONITORING FAILURES

N
APP INNER
/ WORKINGS
SERVER DATA REQUEST FORGERY (SSRF)
- Internal Pentest l- ’
Router Web
= Switch Server D
S

Personnel pentest:

>
gy banh gia kiém tra
Pen:l:::lon \

225 »—>f nhan thire can bo

SOFTWARE & DATA INTEGRITY FAILURES

SoE nhan vién




TO CHUC THUC HIEN mobifone

1 Project Manager

—t+—

d Pentest team
[ Source code review team

o Mobile Application Penetration
cMAPT Tester- eLearnSecurity'seMAPT

N

Offensive Security Certified 10+ nam kinh nghiém

Professional- OSCP

Offensive Security Web
Expert- OSWE
Contid | it

‘ \ 4 San ti VE, Bug B
Certified Ethical Hacking- CEH @\/_l an tim C ug Bounty

t

@

—



QUY TRINH THUC HIEN mobifone

Execution process — WEB APP, API
Targets: Web Application, API

Input Qua trinh thwc hién Pentest Output
- URL . Task 1: Ra soat, xam nhap tim kiém 15 B&o cdo vé bao mat:
« Accounts to login héng bao mat « B&o cdo tébng quan

« Task 2: B4o céo va khuyén nghi khac phuc « Théng tin chi tiét cho trng 16 hdng tim
Testing Methodology « Task 3: Tai danh gia sau khac phuc dwoc (phan loai CVSS, nguy co, tac
* Grey box - Task 4: Bao céo tbng quan dong, qua trinh khai thac 16 hdng, dé

xuét khéc phuc)

) A : Cau hinh tool st Tw dong ra Panh gia két
Xac dinh déi Lap logic 4 ot b " Bio cho ve
twong, map va ung que que q ao cao va

quy trinh uyén nghi khac
nghiép vu phuc
rng dung '

pham vi va
ké hoach PT

Thwe hién b&i nhirng chuyén gia v&i chirng chi bao mat hang dau (OSWE, OSCE, OSCP, Security
. ?oEoll_é; 'd?) quét ban quyén: () Nessus  E2BURPSUITE @ am‘ﬂ"s‘lgdS@ OWASP

Mobile Security Project Open Web Application
Si

. Input, output




KHAI NIEM VE KIEM DINH AN TOAN THONG TIN

DINH NGHIA :

Q

RO

SM'S @ Center for Internet Security®

La phuwong phap danh gia
kiém tra tinh trang an ninh cua
céac thanh phan trong hé théng
SO V@i cac tiéu chuan an toan
CIS, SANS, OSSTMM...

Déi twong kiém tra danh gia:
Thiét bi mang (Switch, Router,
Firewall, IPS/IDS, Server,
SAN...)

OS (Windows, Linux...), CSDL
(Oracle, SQL...), cau hinh web
Kién tric Topo mang

)

MUC TIEU :

a

So sanh tinh trang an ninh
an toan thoéng tin tai thoi
diém danh gia v&i cac chuan
bdo mat cuia t6 chirc ap
dung/hwéng dan bao mat
(security guideline) cua tirng
loai thiét bi

Nhan th&rc dwoc cac rui ro,
mbi de doa cung cac khuyén
nghi cau hinh theo chuén an
toan, tr do6 tim cac bién
phap khac phuc

mobifone




PHAM VI KIEM PINH ATTT CUA MOBIFONE

Kiém dinh bao mat may chu :

»  Kiém tra tai khoan, quyén truy cap
»  Kiém tra cu hinh hé théng

»  Kiém tra giao thtrc mang

»  Kiém tralog, event...

= Kiém tra bao mat di liéu

= V...

Kiém dinh bao mat co’ sé& dir liéu :

»  Kiém soat truy cap

= S dung ma hoa

. Bao vé di¥ liéu & trang thai tinh va
truyén tai

= X ly thdng tin nhay cam

= V...

Kiém dinh bao mat email

Kiém tra quan ly tai khodn va quyén
truy cap

Kiém tra giao thirc bao mat

Kiém tra bdo vé chdng phan mém doc
hai, spam

Kiém tra nhat ky, giam sat

V..v...

mobifone

Kiém dinh bao mat vé twong lira:

Kiém tra cAu hinh twdng Itra

Kiém tra quan ly quyén truy cap
Kiém tra ghi log va giam sat

Kiém tra bao mat két néi

Kiém tra hiéu suat va kha ndng mé
réng

V..v...

Kiém dinh bao mat switch:

Kiém tra cAu hinh va quan ly
Kiém tra giao thirc va dich vu
Kiém tra cAu hinh mang
Kiém tra nhat ky va giam sat
Kiém tra capj nhat ban va
V.v...



TO CHU’C THUYC HIEN mobifone

NHAN SV

Thwc hién thu thap

%

Q Project Manager

—t+—

& & & O Security Audit Team



MOT SO MAU BAO CAO mobifone

BIEU PO PHAN LOAI LO HONG ~-
' 1. Tén lo1:

Biéu d6 phan loai 16 héng

Bypass retricted upload file.
2. Mota

Hé thong Tham dinh tai san tn tai mét 16 hong mic nghlem trong cho phép ke tan cong
vuot qua co ché chin upload céc file thuc thi. Ké tin cong cé thé dung cong cu
Burpsmte dé chan request upload file hop 1é (.zip. .doc ..), tién hanh sira ndi dung file
va phan mo rong sang .asp. .aspx tir d6 up load céc file thuc thi 1én phia serverside
nhim chiém quyén hé théng. Hé thong da canh béo cac tip tin thuc thi cia aspx tuy

= Nghiém trong ® Cao = Trungbinh = Thap nhién chwra c6 hanh vi véi cac tap tin asp == do d6 hacker tién hanh chiém quyén server.
. - 3. Impact
o e Khi c6 duoc shell upload 1én hé théng, ké tin cong c6 thé leo thang quyén (1én admin),
- thu thap thong tin 1am ban dap tan cdng cac hé thong khac trong ving mang, thay doi
< nd1 dung Gng dung nham lira dao ngudi dung.
‘:" ’ | | | 4. POC
IR R 5. Giai phap khic phuc va giam thiéu
s e Saiieaisina v kxemtranm dung cua file o server side.
s v’ Kiém tra phan mo rong cua file .

I

v" Phén quyén truy cdp vao cac file ta1 nguyén mot cach hop Iy.
v" Cép nhit cac mau ma ddc mai lién quan dén asp va aspx.

Upload file damanqua asp 1én serversite, co ché chuyén file thanh 8473-
damanqua asp => URL]

N e



MOT SO MAU BAO CAO

BIEU DO PHAN LOAI LO HONG

Biéu d6 phan loai 16 héng

m Nghiém trong m Cao = Trung binh = Thap

mobifone

1. SQL INJECTION

Mirc do

Nghiém trong

Mo ta

Ung dung st dung cac cau Iénh ndi chudi dé truy van DB gy ra 16i Sql Injection.
Ké tan cong cé thé loi dung thém cac truy van khong hop 1é dé khai thac thong tin DB.

Vi tri

Ung dung Android

Bang chirng

Théng tin 16 hdng
L6 héng mirc nghiém trong 01
L6 héng mirc cao 02
L6 héng mirc trung binh 00
L6 héng mirc thap 00

Hinh 1: U'ng dung st dung ndi chudi gay ra SQL Injection

Khuyén nghi

Ra soat lai ma nguon, str dung cau lénh SQLiteStatement thay thé rawQuery

— T e



MOT SO MAU BAO CAO

1 Téng quan
Trong hang muc Audit thiét bi Switch ching t61 sir dung cac cong cu thu thap thong tin chu hinh, cac ban va ciing nhwr cac
dich vu dang chay trén thiét bi. Bing cich sit dung cic céng cu, ciu lénh khi truy nhap thiét bi va khong giy inh hwdng dén
hé théng
Céng cu phén tich ciu hinh: Nipper Studio - https://www titania. com/nipper-studio
Sau khi thu thap théng tin, ching t6i sir dung cong cu phan tich cau hinh, kiém tra cac cau LM hop véi checklist coa CIS
Benmark twong tmg voi timg loai thiét bi dé so sanh két qua PASS/FAIL.

2. Chi tiét danh gia thiét bi mang

Switch Catalyst 2960 -2

Két qud dinh gid

Kiém tra phién ban cia OS, Firmware, Software

Dinh gid phién bin

FAIL CAO

Kiém tra hiéu ning thié | Kiem tra CPU PASS N/A

B Kiém tra MEMORY PASS NA
Kiém tra chinh sach mat khiu FAIL TRUNG BINH

quan 1y thiét bi gzx;;u:g:;l;g:gm;t&khﬁéxgthwcuacacch.chvu\atm FAILL CAO

Chi tiét 161, 16 hong v khuyén nghi/

Dinh  gid
phién bin

Phién ban h# diéu hanh 13 12.2 tdn tai nhidu 15

héng d3 duoc phat hién tir lu, ké tin cong dé
dang khai thac cic 10 hing con ton tai
https://www.cvedetails.com/vulnerability-
list/vendor_id-16/product_id-
10360/version_1d-62515/Cisco-I0S-

12.2 html

mMobifone

Ning cép lén phién bin h¢ diéu hanh méi nhit, cip nhit céc
ban va mai nhat cua Cisco.

Dinh  gid
chinh  sach
quan 1y thiét
bi

Hé théng chwa sir dung mét khau con yéu chira
dam bao day 38 cdc yéu td an toan. Viéc ning
cao mire 39 an toan cia mat khau sé giam thiéu
dang ké cac cude tan cdng vét can co thé xay
1a.

Thiét ldp mat khiu dam bio céc didu sau:

Mit khéu phai c6 it nhit tim ky tu.

Céc kj tu trong mét khau khéng nén duoe lép lai nhiéu hon
ba lan.

Mt khiu phai bao gbm ca chix hoa va chif thuong.




HOI VA DAP




CAM ON SU THEO DOI CUA QUY VI!




