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Mang Luéi Ha Tang Toan Cau

= Q Y ah

(— )
200,000+ 2,800+ 200Tbps+ 70+
May chu trén toan cau PoPs Bang thong CDN toan cau  Qudc gia va cac vung lanh thé

)
S

v

200+ 15Tbps+ 20+ 1,000PB+

DaGi tac ISP toan cau Thong lugng chdng tan cong Trung tam Dung lugng luu trir
cua cac trung tdm Scrubbing Scrubbing
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Mang Lu6i Ha Tang O Viét Nam
PVNPT

viettel

Theo cach cla ban

ﬁﬁ ] Telecom

. Power your breakthroughs

A\ . LHITC SCv

Q Y =

10 2 1Tbps+

PoPs Trung tdm Bang théng tdng
Scrubbing

Enanh Hoa



Kinh nghiém bao mat

3,336,701,369

SO lugng tan cong trung binh

dudc ngdn chdn mdi ngay.

34.7/M RPS
Ghi nhan s6 lugng request tan
cong DDoS L7 da dudc xu ly

thanh céng

1 Billion+

Thu vién cdc mau tén
cong dudgc cap nhat tu
dong

90%
Han 90% cac domain kich
hoat tinh nang bao vé WAF

chay & ché d6 chan

2.09Tbps

Ghi nhan bang théng tan cong
DDoS L3/4 16n nhat da dugc xur
ly thanh cong.

100+ Security Experts

Pam bdo hoat dong va chét lugng
dich vu chay 6n dinh

mobifone
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Cac Khach Hang Tiéu Biéu Theo Linh Vuc

National Securities

Tai chinh & Ngan hang  £28 2 McLarens #HuoB 2 FXcm AA xNSI
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Gomixd  seevomx  NCET
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Sy phat trién cuia Giai

hap bao mat o (e
phap : L= -

WAAP mot bd giai phap dich vu
- b tuong lua cho ung dung Web
—— \ / M6t vong tron quan ly rudi ro cho cac ¢ng

dung web va API

Phucong phap bao vé truyén Cloud Security (san phdm PN L
thdng don le) . Quan tri d& dang
Lgi diém Lgi diém - Bao vé va quan ly bang céng nghé Al
- D3c biét phu hgp véi nhitng khach hang » M6 rong nhanh theo nhu cau, dé * MG rong nhanh theo nhu cau, dé dang
“Bao thu” khéng chiu chuyén dai Ién dang trién khai trien khai
cloud. ne
Bat cap
Bat cap . - o . NSV
« Cac san pham bao mat doc lap va
« Van hanh va bao tri phic tap tach biét
« Chi phi dau tu 16n « Khéng ddéng nh&t bang biéu, nhét ky
« Khéng thé ma rdng ngay |ap tic theo « Phuc tap trong van hanh bao mat

nhit ~ar1
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Cac I&p Giai phap Bao mat

Client Cloud He thong may
Securit . . ’
R — Threat Intelligence Sharing-------- chu . >
o
o
O
>
A =
1st Line of Defense 2" Line of Defense 3 Line of Defense 4t Line of Defense 5™ Line of Defense o
a 2 —
Truy cap hC_)’p Ie Y — « Firewall « Phat hién toan bo + Bao vé Host « Danh gia hoat dong cua
) CIoZd V\;Elg:jatlon +  WAF hardware cac luu lugng truy + Bao vé Container rng dung béng phucng
. Bot cap giad mao bang phap tu dong hoac thu o |
Mana t thuat toan phan tich cong. ]
g o oa S x ]
. API Security chuyén sau. e Vidu: xly 16i, dich vu
. ; ; + Vidu: IDS, VDS VS, PT .
Security Service ' H& théng
e > may chu
< - - - - {ESSSIEES==S B R s e o Tl | @ e e R
Truy cép tan e
cong 1st 2nd 3rd 4th 5th

Bao mat dam may Bao mat phan ciing Phat hién gia mao Bao vé Host Bao vé Uing dung
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Cac lop tinh nang Bao mat
@

Nguo’l dung >> @
hop 1& M

° Choéng tan cbéng Quan ly Bao vé Tudng Ira 0-Day
DDoS Bot API WAF Ban va ao

Ké tan cong Méy chi
Bao vé két hgp M@ rong nhanh chéng Bao vé réng rai Tiét kiém chi phi
K&t hgp cac tinh ning M@ rong nhanh chéng dé Phong chdng tan Van hanh don gian
bao vé trong cling mét ng pho véi cac cudc tan cong DDoS Iép 3/4 Quan ly de dang
bo giai phap bao mat, cong bat ngs vaGi quy mo va lép 7 An toan, hiéu qua
giup nang cao kha nang I6n

bao vé va phong chdng
tan cong



Attack IPs

'I
4

Cong nghé bao

Protection Engine (Edge)

L3/4 Protection Engine

L3/4 DDoS Protection

vé da tac vu

mobifone

Big Data Cluster

L7 Protection Engine

Custom Rule Engine
Whitelist, IP/GEO Block, Rate Limiting, Custom Rule

Preset Protection Engine
L7 DDoS Protection, WAF, Bot Management, API Security, Threat <
Intelligence

Dynamic Defense Engine
Analyzing threat IPs for blocking, receiving the policies from Al
engine

Tai lén
Edge Log > ES/Kafka...
Data
lData Call
Al Engine
Trién khai cac v
chinh sach . Al =
bao mat UvL
ML Model
e |
| ||||I|
| Baseline
Cap nhat

Threat Intelligence

Intelligenc [«

e

Processing & Analysis
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K&t Hop Nhigu Lép Cong Nghé Bao Mat Chay 24/7

ﬁa.% 9B Y R O B

L3/4 DDoS Access SsL L7 DDoS Access Rate Bot API WAE
Protection Control (L3/4) Protection Control (L7) Limiting Management Protection
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Phong chong tan cong DDoS I6p 3/4

Phong chéng, ngdn chan va gidm thiéu cac loai hinh -
tan cong tu choi dich vu DDoS & I6p 3/4 nhu la: -

v SYN Flood ”
00 e "

‘ \CK FIOOd 2024-01-09 12:50PM 01:10PM 01:36PM

validity of request

12000000 Mbps
[ i, SYN 10000000 Mbps
/ UDP FIOOd -k“H“H_“L g ) 8000000 Mbps
Lo - = S 6000000 Mbps
"'r—‘ﬂﬂﬂl"‘-——kie» E 4000000 Mbps
<~ J/ACK(Sea=cleo? -
/ ICM P Flood Lo 5 FW Checks the 2000000 Mbps (\A\

OMbps 2024-01-09 12:50:00

ACK{Seq:C‘O;‘Efé-;T)_ S

> L - M Attack Bandwidth: 1,025,922.05 Mbps
v Reﬂected Attack Lo T PrRt 12000000 Mbps SYN Flood: 305,969.33 Mbps
B — - - Ck B | 10000000 Mbps ACK Flood: 719,952.92 Mbps
ACK - (R E , 8000000 Mbps M UPD Flood: 0 Mbps
\/ Am p I ified Atta Ck - — :; 6000000 Mbps ICMP Flood: 0 Mbps
< 4000000 Mbps M Other Flood: 0 Mbps
E 2000000 Mbps

0Mbps

------ 2024- 01-09 12:50PM 01:10PM 01:36PM

Client ‘ Fw ‘ Edge Server

Ki€n tric phong chéng tan cong DDoS
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Phong chong tan cong
DDoS lop 7

Nang luc phong chéng
Cé kha nang phong chéng 1 billion RPS

« Giam thi€u céac loai hinh t&dn céng HTTP/S floods
(GET/POST), SlowLoris, .v.v.

Kich hoat dich vu bang 1 click chudt

« Kich hoat cac tinh nang bao mat chi bang mot cai
click chuét ma khdng phai chuyén déi giao dién.

Bao vé thich ng

« Cap nhat dudng cd sd dong dua theo phan tich
Iluu lugng truy cap va tan cong thuc té.

« Tu ddng tao cac quy tac bao vé dé phong chéng
tan cong

« La I6p phat hién tan cong thu 2

(o

Trung tam tac vu Al

A

mobifone

111
LR

[ PUBNg bao V& cg s8 } [ Phat hién tan cong | [Tu tao chinh séch bao vé |

TTéi nhat ky dif liéu theo thdi gian

thuc

l Quy téc bao vé thich

’ng

Trung tam xU' ly vung bién (Edge Engine)

Build-In Rules

Quan ly ché d6 bao vé
Kich hoat khi co tan
cong

Rate Limiting/
Challenge/ ACL (L3/4/7)

@ >
-

Q

Custom Rules Threat Intelligence

Whitelist
IP/Geo Block
ACL

Rate Limiting

Danh sach IP cé
nguy cc tan cong
DDoS

Danh sach IP cé nguy
cd tdn cong theo
nganh

Danh sach IP c6 nguy
cd tan cong vao tai
nguyén

v

Adaptive Protection

Co6 céc chinh
sach bao vé
trudc cac cudc
tan cong tan suat
thap

C6 cac chinh
sach bao vé cho
URL ngau nhién
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P Web Application Firewall

Co6 nhiéu nam kinh nghiém cung cap dich vu bao
mat

.« Chdng tdn cong Top 10 16 hdng bao mat theo OWASP
« Trén 90% cac tén mién WAF chay & ché do chan

- Phat trién dich vu WAF bao goém cac tap lénh _
(rulesets) v@i cac mau tan tan dudc tich hgp san.

Ban va ao cho cac cubc tan cong 0-day

Doi ngli chuyén gia bao mat ludn theo ddi, phan tich va Rule
cap nhat cac mau tan céng 0-day mdi nhat, cac ban va Engin
dugc tao ra ngay khi 16 hong d6 dugc cong bd e

Phan tich thdng minh
SU dung cong nghé Al trong viéc phan tich cac hanh vi
truy cap ctia ngudi dung cudi, tu dong tao ra cac qui tac

ngdn chdn ngoai Ié d€ gidm thiéu viéc bat 16i nham.
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Web Application

Batch Action v Ruleset Pattern: Automatic

|
N Recommendation
~ Attack Type ] Rule ID Rule Name Exception = ~ Action &

frite seripting =1/ Oracle_injection
] 5005 Q Q Block
RUIe Engine sql_logic_equal
7/ = 5006 0 0 Block
« Hon 1000 cdc mau tan céng chdng khai thac cac 16 héng 0- R T
day/N-d - e ] 5007 . 0 0 Block
ay N' ay 9 A02:2021-Injection
sql_logic_less_th
N o X o it Q ~ o . o . /o ] 5008 0 0 Block
« Hang tram mau qui tac WAF dung dé chong lai cac loai tan o e e
cong nhu SQLi, XSS, Xpath va loai tan céng & I6p 'ng dung e nesen ool
Webshell Uploa...94/ ] 5009 = - 0 0 Block
" :
thUOC Top 10 OWASP. ~ OWASP AD3:2021-Injection
AD1:2021-Brok... 13/ sgl_or_in_syntax
n n n n n 7 n n 7y n \ n A02:2021-Crypt...32/ a =0 _ v v Block
« Che do tu dong cap nhat cac tap Iénh mdi nhat va tu dong
trién khai cac dé xudt xur ly ngoai Ié. T
+ Match Conditions
« Chan IP tan c6ng chan cac IP vi pham cac qui tac WAF nhiéu
AV # Trigger Condition
Ian ] Within seconds, rule = Selected13/13 is triggered and blocked more than time(s)
s - A N o~ A o o a A Q b . + Action Expiration Time
« Phat hién chen ma doc prevent ngan chan viéc chen cac loai
ma hodc phan mém doc hai nhu Trojans. + Action

Not Used

« Nhiéu ché do xtr ly nhu la gidm sat, chan, khong sur dung v.v.



Quan Ly Bot

Quan ly Bot Tét

Whitelist cho nhirng Bot tG6t
Tuy chinh nhan dién cac Bot tot

Thay d6i cac ché& do bao vé nhu
la bo qua, giam sat, chan hoac
gidi han truy cap.v.v.

Quan ly Bot Boc hai

« Chan cac Bot vi pham

truy cap nhiéu lan

« Thay d6i cac ché dd bao
vé nhu chan, danh dau,
giam sat, captcha .v.v.

mMobifone
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Quan ly Bot

Phat hién va ngan chdn nhiéu loai Bot bang nhiéu chinh sach bao mat Phat hién nang cao (Intelligent Risk Detection)
, + Phat hién bang Al
hac.nhau . - . - Ty déng bao vé
ac tinh huong bao ve « Phat hién Bot cd rui ro, nguy cd tan cong cao
v' DO quét ndi dung
v Mua dau cg Phat hién cc ban
+ Dung workflow
v Brute Force . XlélC minh hanh vi tuong A
e Bot thong
v Chiém doat tai khoan RO Cn i c b minh
« Thu vién cac mau tan
v" NhGi nhét thong tin xac thuc cong bang Bot
3 2 o Z Phat hién cc ban
v Gian lan dang ky Dung ma Captcha
. . - . + X&c thuc bang token
v' Gian lan hang ton kho Bot phl—fC tap « C6éng vu tu déng phat
hién
v va nhiéu tinh huéng khac « Thu vién cdc mau tan

Phat hién co ban
Xac minh trinh duyét
Thu viéc Bot tot/Bot
xau
Bot tuy bién
Thu vién cac mau tan
cdng béng Bot

céng bang Bot

Bot don gian/ph6 bién
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Bao mat API

Giai phap bao vé API dua trén quy trinh “Phat hién-Khai bao-Bao vé” tao thanh mot vong bao mat API khép kin.

=

Phat hién API Khai bao API

Nhén dién théng minh
Phan tich 2 chiéu ))) D{r liéu Body

Kiém tra phuong thic goi

Phuang thic goi API

Kiém tra tuan thu dir liéu
Body

Tu ddng téng hdp va trich
xuat thong tin API chua khai
bao

Kiém tra tudn thd tham s6

Tham s6 Parameter
Parameter

Phuang thic xac thuc

Xac thuc khi goi API
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} B30 Vé API

Ki€m soat truy cap

Quan ly dé dang va hiéu qua :

Dé dang quan ly va bdo vé cac API hién cé. Phat hién cac API chua dugc khai : GiGi han phuong thirc guri
. . . . . e N . o B Ke tén Ngudi -
bao va giup khach hang tranh khoi cac cudc tan cong bang cach khai thac cac céngl dUrig request

. N
[0 hong API theo thgi gian thuc. s i
9 ' gl : Quan Iy API

I
Xac thuc

N\ .

Gidi han Body and

>
R

Bao vé da I6p

SU dung nhiéu tién trinh bao vé chay déng thdi dé phat hién va ngdn chdn cac

cubc tan cong API trudc khi dugc goi dén Hé thdng may chu. l Parameter
) I
i T Gidi han s0 lugng Request
Kiem soat luu lugng o= goi déng thdi
HO trg 2 phudng thirc kiém soat luu lugng: Hé théng may chu cla S ,
N , n ] . . I . A Phat hién d{ lieu nhay cam
« GiGi han API Request: Kiém soat luu lugng trong mot khoang thdai gian dinh Khach hang

trudc. ‘

+ Gidi han s6 lugng Request goi ddng thdi: Kiém soat Iuu Iugng truy cap toan
cau cho tung API.
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Tang Hiéu Nang Ung Dung Web
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Giai Phap Tang Toc Web

Cloud DNS Protocol
Bao mat, tin cay, co HO trg chudn IPv4/IPv6;
thé€ md réng va phéan giao thirc HTTP/2,
ph&i DNS d6 tré thap HTTP/3(QUIC) dé nang cao
trong moi diéu kién hiéu nang va téc do truyén

Webpage
NGB Scheduling
SU dung thuat toan can
bang tai dé€ t&i uu hiéu
suat truy cap, cling nhu
giam thdgi gian tai trang
cho ngudi dung cudi

ai diy liéu

Caching

Cho phép cau hinh, cai

dat caching cho cac

Security
Encrypt M3 hda toan
bo dir liéu truyén tai,

nham dam bao an
toan va bado mat
théng tin bang cach
st dung giao thic ma
hoa TLS

néi dung tinh va dong
mot cach linh hoat.

—ﬁa—?—%—’—@—

Smart Routing
S dung thuat toan diéu

hudng thdng minh dé He
truyén tai cac ndi dung Th6ng
bang giao thic TCP/UDP , s
v6i dudng dj t6i uu nhat may,chu

Image Processing Origin
XU ly va ho trg thay déi offloading

dinh dang, kich thudc
hinh anh, nham giam
kich thudc tép tin hinh
anh ma van dam bao

chat lugng

Két ndi va giam sat
hé théng may cha,
dong thgi gitp cho hé
th6ng may chd khong
bi qua tai
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P> Dizu Huong Thong Minh - Smart Routing

CDNetworks truyén tai dit liéu qua giao thirc TCP/UDP bang thuat toan Diéu hudng thong minh vdi dudng di téi vu
nhat

r— /

ntelligent Routing Private Protocol

/

Lua chon dudng di t6i uu 30%-130% truyén tai

B 2 ’ .
/ nh&t dé truyén tai cac noi nhanh han bang giao ~
e dung vd@i thai gian nhanh thirc tu phat trién so
/ nhat vdi giao thirc tiéu )
chuédn TCP

<P <P Hé
Ngudi v v thdng
diing D\ D\ r?ri}l

Chang cudi Chang gilra Chang dau
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Giam Tai Hé Thong May Chu

Connection Reuse
T6i thi€u hda do tré khi goi vé hé
théng may chu bang cac két néi

TCP
<o

Origi

30ms‘ ' 10ms

Origin Probe
Chon hé théng may chu cé
hiéu nang t6t nhat dé truy cap
va lay d liéu.

<o N

Origin Origin
1 2

d

Monitoring
Ty déng giam sat, canh bao khi
két nGi dén hé théng may chu bi
l0i

. <>

Master Slave
Origin Origin



ISO
NS
ISO/IEC 27001

ISO/IEC 27001: 2013 la ching
nhan bao mat thong tin toan
nganh, tap trung vao viéc trién
khai Hé théng Quan ly Bao mat
Thong tin (ISMS) va cac quy trinh

quan ly rdi ro bao mat.

DSS

COMPLIANT

The Payment Card Industry Data
Security Standard (PCI DSS) la moét
tiéu chudn an ninh théng tin bat budc
danh cho cac doanh nghiép luu trir,
truyén tai va xur ly thé thanh toan. Tiéu
chudn PCI DSS dudc phat trién nham
hd trg cac td chifc thanh todn thé bao
vé dif liéu cta khach hang, chdng lai
viéc xam nhap va s dung dir liéu khi
chua dugc phép.

‘ BEED AL MA AT ‘

Information Security,
Management
System

ISMS la hé thdng quan ly an toan
thong tin xac dinh va quan ly cac
bién phap kiém soat ma td chirc
can thuc hién d& dam bao rang to
chifc dang bao vé mot cach hgp ly
tinh bi mat, tinh sdn cé va tinh
toan ven cua tai san khéi cdc mai

de doa va 16 hdng bao mét.

mobifone

Tuan thu va Ching nhan Bao mat

AICPA

Ce
Organization®

SOC

aicpa.org/soc4so :,@é\

A SOC 2 la bao cao danh gia
cho céc té chirc dich vu la
dang tin cay, dudc thiét ké

nham dam bao réng cac nha

cung cap dich vu quan ly dir
liéu mét cach an toan dé bao
vé Igi ich cla té chirc va quyén

riéng tu cua khach hang.
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Chinh sach KINH DOANH



1. Dich vu Chong tan cong DDoS cho Web rmobifone
ST | Géidichvy | Gidban(vnd)/thang | Méta

Phét hién va Ngan chin Tan céng DdoS

© 500GB 4,940,000 Bao gébm cdc tinh nang Phong chdng tan cong
o Giam thiéu do tré (Latency) 1000GB 9 880 000 DDOS: Advance Access Control, Rate Limiting,
) N — L3/L4/L7 DDOS Mitigation, Preset Protection
o Bao vé trong thoi gian thyc 2000GB 19,760,000 Policies, Log and incident investigation tools
o Hb tro tu dong va thu cong 3000GB 29,640,000 basic, Deploy history...
5000GB 49,400,000
Tuy chinh theo yéu

cau khach hang

2. Dich vu twong Itra cho ing dung web

RN T
Béo vé chong tan cong OWASP Top 10 (vnd)/théng

e

o Kiém tra va loc Iuu Iugng HTTP/HTTPS | G6il | 500GB 7,410,000 - Bao gdm céc tinh ndng Phong chdng tan cdng DDOS:
- % . 1000GB 14,820,000 Advance Access Control, Rate Limiting, L3/L4/L7 DDOS

o Giam sat va canh bao thoi gian thuc >000GE 59.640.000 Mitigation, Preset Protection Policies, Log and incident
5i ja hié A i S— investigation tools basic, Deploy history...

o Toi uwu hoa hi¢u suat (Caching) 3000GB 44,460,000 g ploy y

- Bao gbm cac tinh nang bao vé WAF: Advance Access
5000GB 74,100,000  Control, Rate Limiting, IP Repeated Violations, HTTP
Protocal validation, Built-in WAF Rules, OWASP Core
Rulesets, Zero day protection, Rule template

Tuy chinh theo _ i _
VA S Mg management, WAF Dashboard, WAF intelligent Analysis
i Service, Custom WAF Rules, Coinhive Prevention,

Webshell Access Detection on Origin, Adware Insertion
Prevention,...




3. Dich vu quan ly BOT

o Phat hién BOT tu dong
o Chin BOT x4u va gian lan
o Phéan loai BOT (Human vs Bot)

4. Dich vu twong Itra cho API

o Phéat hién va ngan chin tan cong API

o Phat hién API Vulnerabilities

o Bao vé APl bang phuong thirc kiém tra
xac thuc manh

o Giam sat va canh bao thoi gian thuc

S

e
-

Géil

500GB
1000GB
2000GB

3000GB

5000GB
Tuy chinh theo yéu cau khach
hang

500GB
1000GB

2000GB

3000GB

5000GB

Tuy chinh theo yéu cau khach
hang

Gia ban (vnd)/Thang

3,705,000
7,410,000
14,820,000

22,230,000

37,050,000

Gia ban (vnd)/thang

2,470,000
4,940,000

9,880,000

14,820,000

24,700,000

mobifoneé
. Métd |

Bao gébm céc tinh nang
chéng BOT: BOT
Intelligence, BOT
Detection, Fingerprint
Analisys, Advance
detections, ...

- Bao gbm céc tinh nang
bao vé API: API inventory,
API Discovery, API
Authentification, API
Parameter Compliance
Detection, ...



5. CDN Add-on

Khong cam két hodc dudi 1000TB

1000TB<MG<5000TB
5000TB<MG<10000TB

MG>10000TB

Tuy chinh theo yéu cau khéch
hang

300,000

228,000

190,000

152,000

mMobifoneé

" Goidichve | Giaban(nd)/thing | Mot

- Bao gom cac tinh nang
tang téc &ng dung:
Intelligent Routing,
WebSocket, HTTP 2.0, IPV6
Services, QUIC, TLS 1.3,
HTTPS, Antu Hotlinking, Port
Customisation, Image
porocessing...

Bao gom céc tinh nang ting téc Gng dung: Intelligent Routing, WebSocket, HTTP 2.0, IPV6 Services,
QUIC, TLS 1.3, HTTPS, Antu Hotlinking, Port Customisation, Image porocessing...
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CAM ON!




