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QUY TRINH

Nguén dir liéu Sir dung cac thong sd, ky thuat dé phan Vong phan hoi
loai cac phat hién
#% Céc nén tang mang x3 hoi

Thu thap dir liéu lf Phin hoi Chuyén doi s6 dan dén

| " cac rui ro vé thuong
12| Céac trang web doc 1a A z
| BWERREP hiéu truc tuyén

Céc quang cdo tai tro duoc kich hoat & nhiéu dia diém LT .
q g C S : : Panh gia riiro Xem xét Thue thi

%y Cécung dung di dong

THU THAP DU LIEU PANH GIA RUI RO

Cac t6 churc co6 thé quan

* Mot doi ngi k§ thuat duoc dao tao dé * Bdo cdo va gd bo bang cach nop don 1},/ hiéu qUé cac rui ro
cham diém cac phat hién dya trén cac khiéu nai (Takedown Service). ) ,
« Gidm sat va phat hién di liu vi thong sb sau: truc tuy€n cua minh
pham tir cac cira hang ing dung bén thir . . .
3, c4c nén tang mang xa hoi. + Doi chiéu hinh anh vi pham va thiét 1ap bﬁng DlCh vu glém sat

. ban dd .
» Xac dinh céc trang web/tén mién bi nghi an co mang

ngd vi pham dya trén quyén s hiru tri
mé.

va g0 bo rui ro k¥ thuat

* Phén loai cac phat hi¢n c6 d6 rii ro cao
(vi du: str dung Logo/Tén thuong hiéu
trong cac tai khoan/bai dang trén phuong
tién truyén thong xa hoi dé noi xau hodc
mao danh ltra ddo)

» Xac dinh quang cao duogc tai trg thong
qua K¥ thuat xa hoi (Social Engineering)

» Giam sdt logo clia to chirc bang Al * Thu thap thong tin lién quan dén cac san

pham, tinh nang, v.v. cia Thuong hiéu
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Dich vy giam sat rai ro
Thu thap dir li¢u lién tuc 24/7

k¥ thuat s6 hoat dong

nhu thé nao

+—

MobiFone— Digital Risk Monitoring Platform i minh vt 4o o e B .
tin tai san lién quan dén t6 chirc Khach hang can cung cap cac
trong nén tang dit liéu ciia théng tin nhu sau:
Giam sat24x 7 MobiFone ] )
Canh bao ® ) Py 1. Tén mién
Yéu ciu g bé '.‘ 2. Tén thuong hiu k¥ thuat so

Thong tin cd nhan cua céac
o Khach hang cia MobiFone VIP
Béo céo
Trung tim giam sat thwong hi¢u toan cau va wrng phé sw co 24x7 - Danh sich cac C‘IOI tac, dai
1y duogc uy quyén

Ung dung chinh thirc

Nop don khiéu nai va phéi hop g6 bo (takedown) l ' l . Thu uy quyén cho
MobiFone dé thay mat to

- H H H chirc nop khiéu nai.
® & = e § Al A
& 25 =  th o iR

ICANN Céc nén tang truyén Nha cung cap dich Nguoi diang ky
thong xa hoi vu Web Hosting

Chtrng nhan nhan hi¢u va

Déi ngii hd trg ban quyén thuong hi¢u/logo
Trinh duyét/Ctra hang ung ' '
dung/Cong cu tim kiem
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QUY TRINH

PHAN LOAI THUONG HIEU

KY THUAT XA HOI (SOCIAL ENGINEERING)

TAI KHOAN GIA MAO

VI PHAM CHINH SACH TRUYEN THONG XA HOI

VI PHAM THUONG HIEU

GIA MAO TRANG WEB/UNG DUNG POC HAI

PHISHING AND SCAMS

2024 Cyble Inc. All Rights Reserved

Theo ddi cac quang céo tai trg gid mao dua ra tuyén b sai sy that vé mot td chirc cu
the, chang han nhu tir nguoi dung hodc doi tac trai phép.

______________________________________________________________________

______________________________________________________________________

E Phat hién cac bai viét gia mao, ndi x4u vé t& chtrc doanh nghiép trén cac nén tang
' mang xa hoi, cac thong tin lién quan dén keyword dé t6 chirc ctia ban c6 thé phat hién
i va c¢6 hanh ddng ngan chan kip thoi, tranh anh hudng dén danh tiéng ctia to chirc.

______________________________________________________________________

i Viéc xac dinh cac tai khoan mang xa hoi gia mao hodc cac truong hgp mao danh giam
' doc diéu hanh sé& giup bao vé thuong hiéu ctia ban khdi cac hoat dong gian 1an va Iira
i dao.

i Theo doi cac bai dang trén mang xa hoi ctia nhan vién co thé giup dam bao tuan thu
1 r ’ ’ A ~NLAL N - 2 ’ 7 s 1 LR

1 cac chinh sach v€ mang xa hdi va phan tng nhanh chéng v6i moi hanh vi vi pham.

1

______________________________________________________________________

Phat hién céc truong hop vi pham nhan hi¢u hodc st dung thuong hiéu trai phép s&
gitp bao v¢ tai san tri tu¢ cua ban.

______________________________________________________________________

Viéc xac dinh hanh vi xam pham nhan hi¢u hodc st dung trai phép thuong hi€u cta
ban s& gitip bao v¢ tai san tri tué¢ cua ban.

______________________________________________________________________

______________________________________________________________________

! s A r . ’ ) \ - © 3A 3] r < Ie 5

1 Vige xdc dinh cac trang web dang ngd hodc tng dung di dong trai phép bat chudc san

' pham va tai sdn ky thudt sO ctia ban va x6a chiing s& gitip ngan ngtra cac cudc tan cong
, mang vao nhan vién va khach hang.

Chuyén do61 s6 dan dén

cac rui ro vé thuong
hiéu truc tuyén

Céc to chirc ¢6 thé quan
1y hi€u qua cac rui ro
tryc tuyén ctia minh

bang Dich vu giam sat

va g0 bo rui ro k¥ thuat




PHUONG PHAP GIAM SAT THUONG HIEU VA

DICH VU GO BO

9
Stop

Ngan chan ké mao
danh. Giam nguy
co gian lan ky
thuat sé, lam dung
thuong hi¢u va
danh cap thong
tin.

© 2024 Cyble Inc. All Rights Reserved

9

Eliminate

Vo hiéu hoda cac
trang web lura dao
va cac chién dich
Ira ddao qua tin
nhin SMS va
giong noi.

O

Takedown

GO bo cac trang
web lra dao wvi
pham ban quyén
va nhan hiéu.

9

Automate

Phat hién va ngan
chan tinh trang
ndi xau, vu khong
trén cac nén tang
xa hoi1, Itra dao va
in cap so hiru tri
tué.

. Chuyén doi so dan dén |

cac rui ro vé thuong
hiéu truc tuyén

+ Cac to chirc co thé quan ;

1y hi€u qua cac rui ro

truc tuy€n cua minh

bang Dich vu giam sat

' va g& bo rii ro k¥ thuat




PHUONG PHAP GIAM SAT THUONG HIEU VA
DICH VU GO BO

Chuyén do6i s6 dan dén

TAKEDOWN STATS 2024

Takedowns completed
¥ within 72 business hours
Achievement

-

. —

cac rui ro ve thuong
hiéu truc tuyén

+ Cac to chirc co thé quan ;

: . 1y hiéu qua cac rii ro

Takedowns completed
within 48 business hours

truc tuy€n cua minh

. bang Dich vu giam sat

Active (Recent

Type of Incidents J
ongoing cases)

Removed Total Success rate (%) | va go bo rui ro ky thuat i

Social Media 618 35,364 35,982 98%
Website 185 5,386 5,571 97%
APK 128 1,830 1,958 93%
Others 32 269 301 89%

Grand Total 963 42,849 43,812 98%

& ZUz4 LYRIE ITIC. All KIYIILS Reselveu




Mobifone

Website cloning Trong vong 3 ngay lam viéc
Phishing website
Phishing email Trong vong 5 ngay lam viéc
Ti ong 10 ngay |2 ié
- Website Trademark / Copyright infringement rong vong =L Ngdy tam Vit
Brand impersonation/
Social Media Trademark infringement / Copyright Trong vong 3 ngay lam viéc
infringement
Apps hosted on 3rd party platforms
. . - | | Sau khi Khach hang xac nhén, . SE——
Mobile Apps Trademark infringement- Play store/Apple App Nh6m (ng phé sw EE S R Trong vong 5 ngay lam viec
store qua trinh thwrc thi trong vong 2 gi&
Taked()wn SLA Code leaks on public code repositories Trong vong 10 ngay lam viéc
Public Code (GitHub, Bitbucket etc)
Repositories
Fake profiles of the company brand or Trong vong 10 ngay lam viéc
Professional . .
) _employees on professional network sites or
Network/social media social media
) Breach data containing your company Trong vong 10 ngay lam viéc
A AL information hosted on a public cloud storage
Cloud Storage link in a “ready to download” format

© 2022 Cyble Inc. All Rights Reserved.



Mobifone

Takedown Process

Nhirng gi can thiét cho mét yéu cau gé bo?
1. Thu ty quyén tir Khach hang dén MobiFone

2. Tai liéu ching nhan nhan hiéu/logo cua Khach hang

© 2022 Cyble Inc. All Rights Reserved.

Yéu cau g& b tlr Portal
hoac Email

Dobi ngli Takedown sé; lién
hé v&i Khach hang dé xac
thwc va xac nhan

Dbi ngli Takedown sé thurc
thi sau kho xac thwc va xac
nhan

D0i ngli Takedown sé cap
nhat tién do g& bod sau moi
24 gi&

Sau khi g& bd xong, ddi ngl
Takedown sé theo déi lai
trong vong 48 gi&

Sau khi hoan thanh, d6i ngii
Takedown sé cap nhat cho
Khach hang va ki xdc nhan




Mobifone

MobiFone cung cip dich vu g& bo theo SLA cho cic truong
hop vi pham thuong hiéu ky thuét so sau day:

MobiFone 12 mot trong nhitng nha cung cap dich vu bao vé rui ro ki
thudt so hang dau. MobiFone cung cap dich vu giam sat va gd bo céc

Continuous Brand

Monitoring and
Takedown Service

ndi dung lién quan dén thuong hiéu ciia Khach hang 24/7 dé giap

khach hang phat hién va Gng pho vi:

+ Lira dao qua mang (gia mao, n6i x4u thuong hiéu...)

+ Lira dao qua tin nhin SMS/Vishing

+ Lira dao tuyén dung

* Lura ddo mao danh cac VIP trén mang xa hoi nhu LInkedIn,
Facebook, Twitter, Youtube, v.v.

+ Ung dung di dong gia mao

* Trang web gid mao

MobiFone thuc hién diéu nay bang cach lién tuc thu thap dir liéu tir

mang xa hoi internet cong cong d€ phat hi¢n cac bai dang, ho so dang

ngo va phan tich chung bang thuat toan khép hinh anh va ndi dung dua

trén Al dé phat hién cac tru:ong hop lam dung thuong hiéu va canh bao
khach hang thong qua mot nén tang duy nhat.

Nhom giam sat Va thuc thi thuong hiéu 24/7 lam viéc véi cac nha cung
cap dich vu va nén tang twong tng tren toan cau dé xoa cac bai ding,
hé so, tai khoan/tén nguoi ding va sd dién thoai ¢6 hanh vi lam dung
hoac Itra dao.

Cho dén nay, giai phap MobiFone cung cap dd bao vé gan 8000 gidm
doc dicu hanh va thyc thi thanh cong hon 10000 luot x6a cho khach
hang toan cau cia minh véi ty 1€ thanh cong trén 98%.
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Trang web Itra ddo

Tén mién bi chiém dung do danh may co lién quan dén
viéc gui email Itra ddo

Noi dung gia mao hodc hang gia

Céc trang web gian 14n tuyén bd lién két v6i thuong hiéu
cua ban

Lam dung tén mién lién quan dén vi pham ban
quyén/thuong hi¢u

Céc trang web chiém dung do danh mdy Iuu trit ndi dung
ddc hai/co ban quyén/céd thuong higu

Céc tai khoan gia trén phuong tién truyén thong xa hoi
hodc nén tang mang chuyén nghi¢p mao danh tén cong ty
hodc nhan vién cua ban

Noi dung nhay cdm hodc trai phép trén GitHub, Bitbucket

Vi pham Dit li€u duoc Iuu trit trén URL luu trir ddm may
cong cong

So dién thoai di dong lién quan dén Lira dao tai chinh hoac
lam dung hodc tan cong phan mém doc hai

Lam gia cac Gmg dung di dong gia mao cua to chic dugce
luu trit trén ctra hang Google Play, ctra hang ung dung 10S
hodc trén cac cura hang img dung cua bén thur ba




mMobifone

THANK YOU

WEBSITE PHONE NUMBER EMAIL ADDRESS



