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ANTIVIRUS CHO MAY CHU CLOUD
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Nam 2024: Ho’'n 46% t0 chipc, doanh nghiép Viét Nam bij tan céng mang

Nam 2024, co quan, doanh nghiép tai Viét Nam lién tuc d6i mat v&i nhiéu thach thirc nghiém trong trén khong gian mang, dac biét |a sy gia
tang dang ké vé sO lvong va quy mod cdc vu tan cong. Theo NCA, viéc nhiéu vu nghiém trong da xay ra, nham vao cac doanh nghiép, t0 chirc I&'n
va cac co' s@' y té, gido duc... da cho thay bat ky linh virec nao cling c6 thé |a muc tiéu tan cong cla tOi pham mang.

Két quad khao sat chi ra rang, cé t0’| 46,15% co quan, doanh nghi€p Viét Nam cho biét, d3 tirng bi tAn cong mang it nhat 1 1an trong ndm qua,

trong do 6,77% thwdng xuyén bi tan cong. TOng s vu tan cong mang nham vao céc cac don vi tai Viét Nam trong nam 2024 w&c tinh 1én t&i hon
659.000 vu.

CAC VU TAN CONG MANG NGHIEM TRONG GAN DAY

Mot don vi Pon vi la PVOIil, nha
| nang ludgng trung gian | ecung cap dich
thanh toan vu mang
Ha tang ao i chinh sdia bitan céng
hoa bi ma heoa CSDL va ransomware
toan bo chuyén tién
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2024 : Cac cudc tan cong mang dién hinh

TAP DOAN DAU KHI VIET NAM CONG HOA XA HQI CHU NGHIA VIET NAM

TONG CONG TY DAU VIET NAM - CTCP Dic lip - Ty do ~ Hanh phiic
sb: 2284 DVN-CNTT Thanh phd H Chi Minh, ngdy 02thdng / ném 2024
Vé viéc gian doan cac hé théng céng nghé théng tin cua Buu dién Viét Nam v”““i%v%crwcm
, - . s - e |KHAN Kinh g
Kinh gui Quy Khach hang, Doi tac! gy Y e A
- B{ Tai chinh;
- Vao 03:10 ngay 04/6/2024, hé théng cong nghé thong tin cua _ - Z:scucmlﬁuq-cwmmm
Buu dién Viet Nam bi tan cong bat hop phap (ransomware), gay 4 = RTINS
anh huong truc tiép den viéc thuc hién cac hoat dong lién quan Vhw:wwm.uwmwmhﬁhﬂ:;ﬁmgzm
dén dich vu Buu chinh chuyén phat. :naNm-ftcv(rvon.)bnhmwchﬁMM
: i 51 1 » . - - : Hiu qué lam tht c& cic h¢ thing cdng nghé thdng tin cia PVOIL, trong d6 ¢ hé
Cac dich vu Tai chinh buu chinh, Hanh chinh céng va phan phoi Wﬂmﬂummumwmwm.mwmmmw

tif phyc vy viéc bén hing cda PVOIL bj ngung tré, khong thé thye hiéa duge. Téog cbng

hang héa dén thdi diém nay van hoat dong binh thudng. E 3 o be og i P s it 8 S e RS
q = cyc »

Buu dién Viét Nam hién dang lam viéc vdi cac co quan chuc
nang va phoi hop vai ddi tac dé xu ly, khac phuc su co trong thai

l\) I\
gian s6m nhat, dam bao téi da quyen Igi khach hang. Trong thdi | \ \
gian xuU ly, cac website (c6 chua “vnpost.vn" trong tén mién) va / ( ( 1 (
cac ung dung lién quan cua Buu dién Viét Nam sé tam thdi bi I / | J :
/

HE THONG CUA PVOIL Bl HACKER TAN CONG

VNDIRECT | Heé thong mang ctia Bao hiém PTI bi tan cong,
chua danh gia duoc murc do thiet hai
B R BT : Tac gid Ngoc Lan | 25/03/2024 14:54 =

¥ git Quy khSch hang,
VNORECT 1in thing b & théng VNDIRECT hubn Sang trong qud trinh KASC phot v kit ndl trd lak. Toda b8 thing tin v ti sdn
Clad KNSR Mg Gy GURIC @b D0 traeyg T a0 108N, Aivling by bevh s Sus GO ON gy S Purng 66n WK £120 dich b L
G Quy KNI Ring. Chiimg the (Jang Bén Ranh kit nd Lk hé théng, 0 &7 My qud 1n nin mit iy Ihn g han Gy ke

Cong ty C6 phdn Chumg khodn VNOIRECT

> ) 0:00/0:00 & Nam mién Bac

| \
\ / \ ‘ | ) ’ I 2 - : ‘ | (DTCK) Tong cong ty co phan Bao hiém Buu dién (PTI) trong thong cdo phat di
| | : e 11 cho biét da bi tan cong mang.

~ ~” ~ '
DIEU TRA VU VNDIRECT Bl HACKER TAN CONG Cong ty bao hiém nay cho biét, hé théng PTI bi tdn cdng tir 10h sang Chu nhat ngay
24/3/2024. Theo PTI, cho dén sang nay (25/3) ddi ngl cong nghé da xir ly khac phuc
dugc toan bd va dang trong qua trinh két ndi trd lai dé kip thai gian giao dich.




3 “tir huyét” bi tan cong nhiéu nhat nam 2024

Céc chuyén gia da chi ra Top 3 diém yéu bi tan
cong nhiéu nhat tai Viét Nam.

Cao nhat |a diém yéu con ngudi, chiém 32,6% tong
sO vu viéc. Theo dé, hacker sir dung email gia mao
(phishing) co file dinh kem ma doc dudi dang file
van ban hodc n6i dung c6 dudng link dang nhap gia
mao dé chiém tai khoan, kiém soat may tinh nguoi
dung tu xa.

Piém yéu co ty |é cao thi hai la 16 hong cua céac
nén tang, dich vu phan mém cai dat trén mdy chu
chiém 27,4%. Cac phan mém bi khai thac la phan
mém Mail Server, nén tang quan ly ndi dung, nén
tang chia se dit liéu...

Piém yéu thr 3 a cac 10 hong clia website do 0
chirc tu phat trién chiém 25,3% s6 vu viéc. Cac 10
hong thuong bi khai thac 1a 10 hong SQL Injection,
mat khau quan tri yéu hodc st dung thu vién cé 16
hong.
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GIAI PHAP ANTIVIRUS CHO MAY CHU CLOUD (MOBI AV-CLOUD)

MobiFone hop tac v&i Cong ty bao mat Bidefender

cung cap giai phap Antivirus cho may chu cloud da bi-F
lién tuc xép hang s6 1 vé cong nghé bao mat do cac I I IO OI Ie
t0 chirc uy tin dwa ra danh gia nhw AV-TEST va AV

‘«&‘

Comparatives.

“Trong sudt mot ndm thir nghiém,
Bitdefender Endpoint Security luén vuwot
troi so v&i tat ca cac doi thu canh tranh
bé&i sw két hop déc biét hiéu qué va an
toan cho nguoi str dung”

Andreas Marx, CEO of AV-TEST
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GIAI PHAP ANTIVIRUS CHO MAY CHU CLOUD (MOBI AV-CLOUD)

MOBI AV-CLOUD phat trién dwa trén nén tang ao hoéa va dién toan dam may, cung cap dich vu bao mat toan dién cho cac thiét bj dau cuoi,
thiet bi di dong, ha tang may ao, dién toan dam may va cac may chu thw Email Exchange.

Security for
Virtualized
Enviroments

Security
for Endpoints

Security
for Exchange

Security
for Mobile

Kién tric Gidi phdp antivirus cho
may chu cloud (Mobi AV-Cloud)
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Il PHAP MOBI AV-CLOUD

C 1 1

Giai phap hiéu qua nhat va co chi phi thap nhat
trong méi trwdng hén hop gdbm: may vat ly, may

4o, thiét bj di ddng va dién toan dam may

Bao vé v&i hiéu suat tot nhat
Xép hang s6 1 vé cdng nghé bdo mat dwoc danh
gia bdi cac td chirc kiém dinh ddc 1ap cé uy tin

nhw AV Test va AV Comparatives.

Tiét kiém chi phi va thoi gian

Puwoc xay dwng trén gidi phap ma nguén mo
tw cau hinh, vitng chac va ddm bao, Mobi
AV-Cloud cung cap kha nang trién khai théng
minh, mdt giao dién tric quan va dwoc to

chirc dan dé gidm ganh nang quan tri.

Tém tat hoat dong chung
@ suycd

Danh sach chan

Tim kiém

Quy tic phat hién tuy chi...

Quy tic loai trif tuy chinh

@) M3&i de doa Xplorer

&) Cachly

May tinh va VM

May chu exchange

& Hoat déng ngudi dung

@ Do cap nhat theo lich trinh, Trung tam diu khign s& khéng kha dung vao 10 thang 3, 2025 tir 20:00 GMT+07:00 dén 22:00 GMT+07:00. Ghi chd phat hanh

Trang tédng quan

THEM PORTLET LAM MO

Su c6 - Hoat déng dang ngd

May tinh - Kiém tra bao mat

May tinh - Trang thai phan mém déc hai

CLOUD STORAGE

A
O

CMC CLOUD
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GIAI PHAP MOBI AV-CLOUD

TINH NANG SAN PHAM

Tinh nang chinh

A

©

Cung cép cac dich vu bao mat cho thiét bi dau cubi vat ly,
thiét bi di dong, may chi mail Exchange va may ao trong
dién toan dam may riéng va dién toan dam may cong
cong;

M6t giao dién diéu khién dé& dang quan ly tap trung, dé
dang trién khai va thyc thi cac chinh sach bao mat cho bat
ky loai va sé lwong thiét bi dau cudi trén nhiéu noi.

Kiém soat cac trung tam di¥ liéu va toan bd cong ty thdng
qua viéc tich hgp voi Active Directory, VMware va Citrix
hypervisors;

M6t san pham bao gébm moi sy két hop clia cac nén tang
&0 hda, cac nha cung cép dién toan dam may, cac hé diéu
hanh va cac thiét bj vat ly;

Nhiéu I&p bdo mat cho thiét bj dau cubi: antivirus va
antimalware v&i cac cong nghé giam sat hanh vi, bao vé
mbi de doa zero-day, kiém soat (rng dung va sandboxing,
twong Ira, kiém soat thiét bi va kiém soat ndi dung véi
chéng Ira ddo va chbng thw rac cho cac may chd mail
Exchange.

Ho tro trién khai

Mbi trwng an ninh cho céc thiét bi cudi: Cac may tinh vat ly,
may tinh ao va dién toan dam may.

Hb tro' cac nén tdng: may tram, may cha, thiét bj tich hop, dién
thoai di dong; va cac cac hé diéu hanh: Windows, Linux, Mac;
cac nén tadng o hoa: VMware, Citrix, Microsoft Hyper-V, KVM,

Oracle;

Hinh thirc trién khai: T hang chuc dén hang triéu
thiét bi dau cudi chi bang cach nhan ban cac thiét bi
ao hoa.

Céac méi trwong trién khai: trung tdm dir liéu, mang cuc
bd, mang dién rong, dién toan dam may riéng, dién
toan dam may cong céng va dién toan dam may lai;

Tinh nang Smart centralized scanning cho phép bao
vé an toan tét nhat ma khoéng lam cham may tinh voi
co ché viéc gidm tai hiéu qua.

Tuéan thu
<) e .
0e® Chia sé thong tin theo thong tw: 31/2017/TT-BTTTT
[\

Chia sé théng tin ma doc theo Chi thi 14/CT - TTg nam

2018

A

Tuan tha theo céng van 2973 BTTTT-CATTT vé giam sat
an toan théng tin trong co’ quan, t6 chirc nha nwéc
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TINH NAING CO BAN MOBI AV-CLOUD

Bao vé Toan dién Chdéng Phan mém Pdc hai: St dung cong
nghé quét tién tién dé phat hién va ngan chan cac loai phan
mém déc hai, bao gém virus, ransomware, spyware va trojan.

Phan tich Hanh vi va Phat hién Mbi de doa Tién tién: St dung
tri tué nhan tao (Al) va hoc may dé phan tich hanh vi cia cac
tép va (rng dung, phat hién cac mbi de doa tiém an trwdc khi

chung gay hai.

Quét Theo Thoi gian Thwc: BPam bao moi tép va dir liéu dwoc
quét va bao vé ngay lap tiec khi truy cap hoac tai Ién dam may.
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TINH NAING CO BAN MOBI AV-CLOUD

Bdo mat Ung dung BDam may: Tich hop manh mé vé&i cac (rng

DATA by . J'4 ~ » . > > .
e dung va dich vu dam may cua Mobifone, dam bao moi hoat
6 dong va di liéu trén dam may dwoc bao vé an toan.

Cap nhat Ty dong: Hé théng tw dong cap nhat co' s& div ligu Hosting Technologies

\ chong phan mém ddc hai va cac ban va bao mat méi nhat, dam

velit esse cillum dolore eu fugiat nulls pariatur

READ MORE

\' bado luén bao vé trwdc cac mdi de doa méi nhat.

B&o cdo va Canh bao Chi tiét: Cung cap bao céo chi tiét va canh
bao tlrc thdi vé cac mdi de doa va cac sy kién bao mat, giup Server Maintenance

quan tri vién nhanh chdéng phat hién va phan rng. & Support

Duis aute irure dolor in reprehenderit in voluptate

yolit esse cibum dolore eu fugiat nulla pariatir

READ MORE
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TINH NAANG HO TRO NGUGI DUNG NANG CRO

Risk Management Dashboard Data retrieved on: 20 May.2019 - 2350590 Export View

Xem Diém rui tong
thé Vé xem Céc Céu Camipary, Rl core: Score Over Time:

168

hinh sai ciing nhw 16 P =
hong rng dung khac 50

f | e S et e s A =" S

nhau dang dién ra Ly

Fri Sat Sun
Lower the configuration score by addressing what
X Q ? needs to be remediated. How Is It Calculated? I Company Risk Score B Misconfigurations B App Vulnerabilities
nhw thé nao ~
Risk Score Breakdown:
Browser Security 1 0% Network and Credentials 1 5°/o 0OS Security Baseline 39% App Vulnerabilities 450/0
— —— |[E—— —
”y
4 [ 4 V4 n
Panh gia cac cau
Reports
hinh sai d
I n s a I u’qc u’u o Top Misconfigurations Top Vulnerable Apps Top Human Risks

tién, bng dungva

cac 16 hong nguwei .

dung dé mac phai i -

> Acoounts

- 22 -
A 2 2.2 n—
tre n sa n p h a m dl e m VIEW ALL Indicators of risk with the number of affected endpoints VIEWALL Vulnerable Apps with the number of affected endpoints VIEW ALL Indicators of risk with the number of vulnerable users
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TINH NAANG HO TRO NGUGI DUNG NANG CRO

N h é n th 6 n g ti n Servers by Severity Workstations by Severity Top Devices at Risk
nhanh veé rui ro doi HR-SEMD-1-10 —_———

V?,I [nay Ch‘u .Va‘ thiet 70% - 40% o SEC-OPS01 I s
b| cua nguwoi dung e B Medium: 40% i B Medium: 40% e —— .115%
K A \ B High: 40% B High: 40%
cuoi, dong thoi xem SECOPSO1 . -
” ” " A A= . B 10%
xét cac diéem cuoi va
VIEW ALL VIEWALL VIEWALL

ngw®i dung tiép xuc
nhiéu nhat.
Security Risks

Browsing Infection

© Misconfigurations Apps Vulnerability Human Risks Users

Giam thé Cé hinh
[ ’ 4 ~ m tacidents Severity @ High (90%)
sal u,n g d u ng de b I Here's a sneak peak into our brand new user behavior analytics technology. For now you can only view and ignore human based risks, but more will soon follow
> Affected Users 40
) . . e h

' -
> 0N : Risk Status
tan cong, rui ro hanh | = Leee JL e o
z ® DETAILS
L > N J A Rl’sk Human Risks s Severitv Affected | AEVAILS
VI c u a n u,o,l d u n Management - e v St THEEEEES Verifies if the user has accessed any malicious URLs since
9 Q the last scan.

th iét bi Vé n g u,‘o,i e | R e MITIGATIONS / USER ACTIONS

Shared HTTP Password Internal with External Only access / browse trusted websites and make sure to
(& read the URL before clicking it, to avoid becoming a

~ ” ~ hY > :
d u n g ca n h a n Va s U’a R"'“""” Removable Device Infection @ Medium (50%) 8e MDA
” : e
c h ﬁ’a cé u h‘l n h sai Qw:r SR TTE Passced Low (20%) 14 [ Ignore Risk ] [ View Users
pd 4 = A = Browsing Infection @ High (90%) 40
hoac va lo hong bao -
r Companies

~ High Risk Browsing @ High (90%) 24
mat -
[
n

DEV-SEC-WIN10-01 |-
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Bitdefender GravityZone Bitdefender GravityZone

Tinh Nang Business Security Business Security Premium
Bao vé chong virus va malware Co Co
Bao vé chong ransomware Co Co
Bao vé web va email Cé Cé
Quan ly thiét bi di déng Co Co
Bao vé mang Co Co
Quan ly ban va (Patch Management) Khong Co
Bao vé diém cudi Co Co
Bao cao va phan tich nang cao Co Co
Bao vé théng tin nhay cam Khéng Co
Tinh nang ma héa dir liéu Khéng Co
HO tro ky thuat 24/7 Co Co

Quan ly tr xa Co Co
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HIEU QUA KHI TRIEN KHRAI AV-CLOUD

Phat trien hé sinh thai
san pham, dich vu linh
vwc An ninh mang cua
MobiFone.

Bao vé toi da cac khach
hang dang tin dung san
pham Cloud cua
MobiFone.

Tuan thu cac quy dinh
dac thu trong theo quy
dinh cua Bo TTTT.

San pham t6i wu hoa
mwrc dé nhan dién cua
thwong hiéu MobiFone
khi hop tac véi cac

thwong hiéu noi tiéng.

Chi phi trien khai phu

hop, linh hoat va toi wu

Quan tri tap trung, kinh
doanh phan tan: hiéu qua
va phu hop véi hé thong

kénh phan phoéi cua

MobiFone
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DOl TUONG KHACH HANG

Cac khach hang hién tai Cung cap dich vu An toan Soanh nahiAD Ve va nhe
dang thué va st dung ha thdng tin cho cac dw an cla 2EN SII\Q/IpEVUJa va nno

tang Cloud ctia MobiFone cac Bo Ban Nghanh Nha nuwoc (SMEs)
, ) s Nam 2025 cac Bd Ban Nghanh theo Viéet Nam co6 70.000 Doanh
Maychu — SLhignco =5 0og chi dao cda Thw twéng Chinh phi nghiép vira va nhé lam vé Iinh
Private 2.500 3.200 phai ldm manh cac dw an chuyén virc Céng nghé so (Phan mem,
Public 1.953 2.500 di s6 quéc gia. Bay la co ho cho di,C h ?NTT’ S ar AXUéE phér:
MobiFone chao ban va hop tac cac cting): Sé cd cac hé thong dé
Tong 4.453 5.700 san pham An ninh mang quan ly/lwu trir di liéu phuc vu

chodoanhnghiép:
\ CHUYEN DOI SO VA SO HOA

i

‘Q' . | uEEE sEmE M T

MobiFone Cloud

DOANH NGHIEP VUA VA NHO




GIA BAN DICH VU
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\_ TAN HUONG CAC DICH VU }
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MOBIFONE
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MobiCloud _

: P MobiFone !
Co-location / 4 \ Cloud

Gai luu trit mobiCloud N, ( Hosting Y P4
siéu uu dai cho KH Ca nhan

Hé sinh thai dich vu ha tang CNTT cho KH
Doanh nghiép: MobiFone Cloud, Co-location, Hosting
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GIA BAN DICH VU

Goi

MobiFone Endpoint
Security Business

Goi

MobiFone Endpoint
Security Premium

Gia ban

1.402.172
1.869.563
2.336.953
2.687.648
3.271.058
5.140.207
6.542.052
7.645.691

Gia MBF ban
4.901.247
5.881.496
6.861.746
7.841.995
8.822.245

11.762.993
13.784.666

U'u dai
1 sever + 2 PC (3 device)
2 sever + 2 PC (4 device)
2 sever + 3 PC (5 device)
2 sever + 4 PC (6 device)
3 sever + 4 PC (7 device)
4 sever + 7 PC (11 device)
5 sever + 9 PC (14 device)
6 sever + 9 PC (17 device)

2 sever + 3 PC (5 device)
3 sever + 3 PC (6 device)
3 sever + 4 PC (7 device)
3 sever + 5 PC (8 device)
4 sever + 5 PC (9 device)
5 sever + 7 PC (12 device)
6 sever + 9 PC (15 device)
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THANK YOU

Toa nha MobiFone, S6 01 Pho
9 Pham Vin Bach, Yén Hoa, Cau @ _https://solutions.mobifone.vn/ B4 support.security@mobifone.vn \‘ 1800 1290

Giay, Ha Noi.
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