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TONG QUAN
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1. Xu huéng

Trong quy 1 ndm 2025, Viettel Threat Intelligence da ghi nhan nhiéu nguy co mat an toan thong
tin méi xuat hién co6 anh hudng téi céc t6 chirc, doanh nghiép tai Viét Nam. Mét sd nguy co néi
bat nhu sau:

~4.5 triéu
Tai khoan bi danh cap
tai Viét Nam

48

Vu rao ban dit liéu tai
Viét Nam vdi:

« >155triéu ban ghi
« 24.65GB dirliéu

& Ting 380% so vdi Q1.2024
vé s6 lugng vu 16 lot

>1.3T8B

D{r liéu bi ma hoa

T&n cong bang ma doc van
la nguy co 1én va ngay cang
tinh vi, dac biét la cac loai
nhu Ransomware, RAT.

Py ~
36 |0 hong
C6 kha nang anh hudng téi
hé thdng cla céc doanh
nghiép, t6 churc tai Viét Nam
duoc Viettel Threat

Intelligence phan tich chi tiét.

=11
Tén mién
Ira ddo

746

Trang
gia mao

4|

>257.000

Cudc tan cong DDoS
W Giam 30% so véi Q1.2024
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S6 lugng tai khoan 16 lot tai Viét Nam chiém 12.6% trong téng
s0 tai khoan bi danh cap trén thé gidi (gan 36 triéu tai khoan).

Viéc 16 lot tai khoan dang nhap vao céc hé théng quan trong
va nhay cam nhu hé théng Email, SSO, VPN,... dan téi nguy co
hé thong doanh nghiép bi pha hoai hodc danh cap thong tin.

Su bung né cua viéc rao ban thong tin nguoi dung, dir liéu hé
théng cung nhiéu dir liéu nhay cam cla céc doanh nghiép Ién
gay anh hudng truc tiép dén thuong hiéu, uy tin cta doanh
nghiép.

Céc loai ma doc mdéi tiép tuc co su gia tang dang ké vé ca sé
luong, cach thdc phat tan va cach thdc hoat dong véi cac
dang ma doc Stealer As a Service, Ransomware As a
Service. Cac cudc tan cong khong chi ma hdéa ma con danh
cap dir liéu, gay ap luc chitra tién chudc.

Toc do phat trién nhanh ctia cong nghé cling nhu viéc ma rong
chuyén d6i so trong doanh nghiép da & dang dan t6i 16 héng
bdo mat mai ngay cang xuét hién nhiéu.

Nhém linh vuc muc tiéu: Tai chinh — Ngan hang (hé thdong
thanh todn, dich vu ngéan hang truc tuyén, vi dién t&), Cong
nghiép, San xuat.

Hinh thirc lira ddo phd bién:

+ LUra déo, gia mao dich vu lién quan dén thé tin dung.

+ Gia mao co quan chic nang dé cai dat ing dung Android
déc hai trén céc thiét bi di dong.

* Llra dao ho tro thu hoi von, thu hoi tién bi treo.

Nhém linh vye muc tiéu: Tai chinh, Cong nghé, Gido duc, Giai
tri dién tu.

Tuy s6 lugng céc cudce tan coéng DDoS ¢ su suy giam so Vai
cung ky ndm ngoai, nhung hién van duy tri & mirc cao vdi cac
phuong thic tan cong khéng nglmg cai tién va bién déi. Céc
chién thuéat tan cong nhu Hit-and-Run ngay cang tinh vi véi cac
dot tdn cong cao diém lén tGi 800Gbps.
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2. Khuyén nghij

D& dam bao céc hoat dong san xuat kinh doanh cua doanh nghiép, 16 chirc duoc dién ra lién
tuc, giam thiéu rdi ro clia nguy co ATTT, Viettel Threat Intelligence cé mét s6 khuyén nghi sau:

® Bao vé tai khoan va dit liéu nhay cam

« Trién khai giam sat ro ri do liéu (Data Leak

Monitoring) cho email, VPN, SSO va céac tai
khodn truy cap noi bo.

Ap dung mé hinh Zero Trust va cac cong cu
quan ly truy cap dac quyén (PAM/PIM) dé gioi
han truy cap theo nguyén tac quyén téi thiéu.
Gidm sat hoat dong truy cap bat thuong vao
hé théng va dir liéu nhay cdm theo thdi gian
thuc (real-time).

® Gidm sét lién tuc va phan ing sém

Thiét lap trung tam giam sat ATTT 24/7 (SOC)
hodc s dung dich vu thué ngoai.

Két hop vai dich vu Threat Intelligence dé phat
hién cac chién dich tan cong, cac dau hiéu,
nguy co ATTT dang dién ra trén toan cau va
xung quanh doanh nghiép.

Cha dong thuc hién Threat Hunting dinh ky
nham phat hién t&n cong &n sau.

Hop tac véi don vi chuyén trach ATTT dé tiép
can cdnh bao sém va ho tro xtr ly su co kip thoi.

® Quan trj rdi ro tr chudi cung ting va bén thir ba

« Trién khai chuong trinh danh gia Third Party

Risk Management (TPRM).

« Dua yéu cau bdo mat thanh diéu khodn bat

51
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budc trong hop dong vaéi doi tac.

® Phong chéng ma doc va tan cong téng tién

« Dinh ky ra soat cac diém trong yéu dé bj tan
cong ma hoa tong tién (ransom-points) nhu
may chd, may tram, file server,...

» Cap nhat ban va cho phan mém, hé diéu hanh
kip thoi.

* Sao luu dinh ky ma ngudn, dir liéu khach hang,
dich vy quan trong, cé chién luoc phuc hoi khi
xay ra sy co.

® Xay dung van hoa an toan théng tin ndi bd

« T6 chirc dao tao nhan thuc ATTT dinh ky, dac
biét v&i bd phan x& ly dir lieu va quan tri hé
thong.

« Ap dung chinh sach kiém soat truy cap phan
quyén, tranh chia sé thong tin ndi bd khong
kiém soat.

+ Xay dung 6 trinh nang luc ATTT gan vé&i chién
luoc chuyén déi s6 bén ving cla doanh
nghiép.




Phan Il.
THONG KE & PHAN TiCH CHI TIET
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1. Cac dong ma doc

Trong quy 1 nam 2025, Viettel Threat Intelligence ghi nhan su gia tang rd rét cac dong ma doc
nham vao doanh nghiép Viét Nam, dac biét la Ransomware va RAT.

Ma doc ma hoa téng tién (Ransomware)

Trong quy 1 ndm 2025, s0 luong dit liéu bi tan cong ma hoa 1én téi hon 1 Terabyte. C6 thé thay murc
dé anh hudng cla cac cudc tan cong Ransomware ngay cang nghiém trong, khdng chi ma héa dir liéu
ma con két hop danh cap thong tin, gia tdng ap luc budc nan nhan phai tra tién chudc. Céc o chic 16n
thuong doi mat vai rii ro cao hon do quy mé hé théng phuc tap. Cac nganh nhu Tai chinh, Céng nghé,
Dich vu c6ng va Cham séc strc khde la muc tiéu bi nham dén hang dau.

Bang 1. Céc vu tan cong Ransomware ndi bat trong quy 1 ndm 2025 dugc ghi nhan bdi Viettel
Threat Intelligence

Nhom tan cong 0 VL Thoi gian tan cong
1 Y té, Banlé Funksec 2 Thang 01/2025
2 Nang lugng Hunters 1 Thang 01/2025
3 San xuat RansomHub 1 Théng 02/2025
4 Coéng nghé Fog ransomware 1 Thang 03/2025

*Nguon: Viettel Threat Intelligence

Dudi day la danh sach cadc Ransomware cé nhiéu két ndi téi trong quy 1 ndm 2025:

Hinh 1: Cac Ransomware cé s0 luong IP két ndi dén nhiéu nhat trong quy 1
nam 2025
Ryuk Ransomware | 12
BlackCat | 17
RagnarLocker 1 19
BI0Ody Ransomware | 29
Pandora Ransomware W 52
Conti Ransomware [ 126
LockBit 3.0 I 197
RansomHub | 302
Hive Ransomware | 356
Hades Ransomware |INEEGGEGEN 07
Black Basta I 1227

*Nguén: Viettel Threat Intelligence
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1. Cac dong ma doc

Theo ghi nhéan cua Viettel Threat Intelligence, gan day tai Viét Nam, cac nhdm APT ¢ xu hudng st
dung Ransomware trong céc vu tan cong dé t6i uu hoa loi nhuén. Viéc sir dung Ransomware vao
giai doan cudi ciia cac cudc tan cong khong chi lam gia téng thiét hai d6i véi nan nhan ma con
gilip cac nhom tin tac thu dugc so tién I6n. Bén canh do, ching con cé thé ban dir liéu cia nan
nhan cho céc bén thir ba dé thu lgi thém.

Dudi day la danh sach cac nhdm Ransomware hoat ddng manh trong quy 1 nam 2025 theo Viettel
Threat Intelligence ghi nhan:

Bang 2. Nhom Ransomware hoat déng manh trong quy 1 nam 2025 theo Viettel Threat Intelligence

Doi tuong

STT Tén nhom : :
anh hudng

Hoat dong theo mé hinh Ransomware-as-a Service

1 Lockbit (RaaS). Theo théng tin ghi nhan, nhém da phat hanh ?;irrl‘f:,rzghlep&
phién ban mé&i nhat Lockbit 3.0.
Xuat hién [an d3au tién vao dau thang 5 nam 2024 va ., .., ..
 pa . . R s Cac tb chuc
dugc phat hién dang tich cyc st dung théng tin dang -
2 Frog N DO Do . ~_ . tronglinhvuc
nhap mang riéng do (VPN) bi xdam pham dé truy cap vao gido duc

mang cla céc t6 chirc trong linh vuc gido duc.
Hoat dong theo mé hinh Ransomware-as-a-Service

3 Lynx (RaaS), Lynx s dung cac chién thuat tinh vi nhw tbng Céng nghiép
tién kép va ma héa nang cao.

Hoat déng theo mé hinh Ransomware-as-a Service

4  Medusa (RaaS). Theo ghi nhan da c6 hon 40 nan nhéan trong 3 NgLrou dung
) “ Windows
thang dau nam 2025.
Hoat dong theo mdé hinh Ransomware-as-a Service Doanh nahién &
5 RansomHub (RaaS). Thuong nham vao t6 chirc 16n c6 kha néng tra 8 chL’rcg &

tién chudc cao.

*Nguon: Viettel Threat Intelligence

Théng tin phan tich chi tiét vé cac nguy co tdn c6ng Ransomware duoc chia sé déc quyén trong cdc
bdo cdo chuyén sau cua Viettel Threat Intelligence tai https.//platform.cyberintel.io/#/.
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1. Cac dong ma doc

Ma doc RAT (Remote Access Trojan)

Trong 3 thang dau ndm 2025, ma doc RAT (Remote Access Trojan) la mét mdi de doa dang lo ngai, vdi
su két hgp nhiéu RAT véi nhau, dac biét khi cadc RAT ngay cang s dung Al va céc ky thuat tién tién dé
tang hiéu qua tan cong.

M3 doc RAT thuong st dung céc chién thuét tinh vi d€ tranh phat hién, bao gém ma hoa luu luong C2,
st dung cdc tién trinh hop phap, va tan dung céac 16 hdng trong hé théng chua dugc va. Su gia téang s6
luong RAT mdi va sur cai tién thich nghi ctiia cac RAT cii khién cho tinh hinh méa doc trd nén phic tap va
khé du doan. Ngoai ra, véi su phét trién clia Al agentic cé thé lam tang kha nang tu déng hda cua RAT,
cho phép chung 1ap k& hoach va thuc hién tan cong ma khéng can su can thiép truc tiép, diéu nay cé
thé dan dén su gia tang dang ke trong so lugng va muc dé nghiém trong cua cac cudc tan cong.

Bang 3. Danh sach cac ma doc RAT duoc Viettel Threat Intelligence phéat hién va danh gia cé

STT

1

Tén ma doc

StilachiRAT

Hiatus RAT

WmRAT/Miya RAT

Remcos RAT

NetSupport RAT

anh hudng Ién trong quy 1 nam 2025

Mo ta
Ma déc méi dugc phat hién véi kha nang danh cap vi tién dién ta,
thong tin hé thong.

HiatusRAT nham muc tiéu vao céac thiét bi Internet van vat (IoT) cho
phép truy cap va diéu khién tir xa. Cac muc tiéu bao gém camera
thdng minh va hop DVR.

Ma doc RAT dugc nhom APT Bitter str dung nham vao linh vuc dich
vu cong.

M4& doc véi nhiéu chirc ndang kiém soat thiét bi. Gan day ma doc sir
dung phuong phap lay lan mdi, tan cdng qua email va tép dinh kem.

M3 doc phat tan qua trang CAPTCHA gia mao, cé kha ndng kiém
soat hé thong tur xa.
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2. Lua dao, gian Llan tai chinh

Céc s6 liéu, biéu do trong muc Lira ddo, gian lan tai chinh duoc téng hop tir di liéu déc quyén cda
Viettel Threat Intelligence.

Thong ké so lugng tén mién lira dao, gia mao
Hinh 2: Bi€u d6 théng ké sé lugng tén mién lira dao, gia mao
trong cung ky cac nam

1,279

906 911
746
m Lira dao

408 Gia mao

38

Q1-2023 Q1-2024 Q1-2025
*Nguén: Viettel Threat Intelligence

Theo thong ké cua Viettel Threat Intelligence, trong quy 1 ndm 2025 da ghi nhan 911 tén mién Iira
ddo nham vao ngudi dung, khach hang cua cdac t6 chirc 16n tai Viét Nam. SG lugng tén mién Ilra
dao giam 28.8% so vdi quy 1 ndm 2024, tuy nhién, so lugng trang gia mao tdng 82.8%, cho thay
xu hudng chung cua tan cong lam dung thuong hiéu van cé dau hiéu gia tang.

Viettel Threat Intelligence ghi nhan su dich chuyén muc tiéu ciia cdc nhém lira ddo, tir viéc nham
truc tiép dén cac khach hang st dung dich vu cla céac t6 chire Tai chinh — Ngan hang sang céc
ngudi dung trong finh vuc Dich vu cong thong qua hinh thic gia mao céc co quan chic nang,
kém theo dé la su gia tédng cac vu lira dao lién quan dén ngudi dung nhém nganh Nang lugng va
Van tai cho thay rang céc hinh thic lira ddo dang ngay cang phuc tap va tinh vi, khéng bd hep
pham vi nan nhan.

Ngoai ra, Viettel Threat Intelligence cling da phat hién va canh bao 746 trang gia mao, str dung trai
phép thuong hiéu clia céac t6 chirc, doanh nghiép tai Viét Nam, tdng gan 83% so vdi quy 1 ndm
2024. Diéu nay dat ra nhiing van dé cap bach va thiét yéu lién quan dén cong tac bao vé thuong
hiéu déi vdi céc t6 chirc, doanh nghiép tai Viét Nam. Cac doanh nghiép can chu trong hon trong
viéc xay dung va duy tri hinh anh thuong hiéu, déng thai trién khai céc bién phap bao vé hiéu qua
dé tranh cac tén that vé uy tin va gia tri thuong hiéu.

Vé mat hinh thurc, trong quy 1 nam 2025, Viettel Threat Intelligence khong ghi nhan céc hinh thirc
Ilra ddo mai xuat hién. Thay vao do, viéc cadc nhém t6éi pham st dung nhiing dit liéu 16 lot duoc rao
bén, trao doi trén dién dan DarkWeb, cung vdi viéc ap dung cong nghé Al (nhu Al tao kich ban lira
dao, str dung DeepFake/DeepVoice,...) trong cac chién dich Ilra dao cho thdy mét su chuyén bién
manh mé trong phuong thic hoat dong cla t6i pham. Mot so hinh thic Iira ddo pho bién dugc cac
nhdém t6i pham mang st dung trong céac chién dich tan cong bao gom:

+ Ltra dao, gia mao céac dich vu lién quan dén thé tin dung.

+ Gid mao co quan chirc ndng dé cai dat irmg dung Android doc hai trén céc thiét bi di dong.
 Llra dao ho tro thu hoi von, thu héi tién bj treo.
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2. Lua dao, gian Llan tai chinh

Tan cong llra dao, gia mao theo nganh

Hinh 3: Ti & t4n cong llra dao, gia mao theo nganh

= Tai chinh ngéan hang
Co quan chirc nang
Ban I, TMDT

Linh vuc khac

*Ngudn: Viettel Threat Intelligence

Vé phan bd theo nhém nganh, nganh Tai chinh - Ngan hang van la nhdm ding dau vé céac cubc
tan cong llra ddo, gia mao, chiém tdi 67% tdng s6 cac cudc tan cong.

Bang 4. Mét s6 chién dich tan cong lira dao, gia mao tiéu biéu dugc Viettel Threat Intelligence

Chién dich

ghi nhan trong quy 1 nam 2025

Anh hudng

Lira ddo, gia mao co
lién quan t&i thuong
hiéu cta cac t8 chirc
ngan hang tai Viét Nam

Lira ddo thong qua hinh
thire vay tién truc tuyén

Lira ddo lién quan dén
dich vu thé tin dung cla
cac t6 chic tai chinh,
ngan hang tai Viét Nam

Gid danh nhan vién
dién luc

Gid mao co quan chirc
nang dé€ lira ngudi dung
cai dat «ng dung
Android doc hai

Mao danh coéng chic
thué

M&i chao khuyén mai

Tét

Lira ddo théng qua hinh
thirc béo 16i tai khoén

Gia mao dich vu vi dién t&: Yéu cau nan nhan truy cap céc trang “vi
dién t&” cla ngan hang dé kiém tra céc khoan tién giao dich. Hudng
dan nhap théng tin va ma OTP dé chiém doat tai san clia nan nhan.

Mao danh nhan vién ctia ngan hang, céng ty tai chinh dé goi dién, moi
chao vay tién truc tuyén. Chiém doat cac khoan tién “phi” (phi bao
hi€m, phi khac phuc 16i, phi thay doi thong tin,...).

Loi dung nhu cau str dung thé tin dung ngay cang téng, cac doi tugng
Ilra ddo, gia mao nhan vién mai chao céc dich vu nang han murc, sang
ngang thé, md& thé tin dung,.. nham thyc hién céc hanh vi lira déo,
gian lan nham chiém doat tai san cta nan nhan.

Cudc goi thong bao cat dién do ng tién hoac 16i hé théng, yéu cau
chuyén tién ngay lap tirc d€ tranh bi cat, thuc chat la lira ddo chiém
doat tai san.

Ké tdn cong mao danh can bd co quan chirc ndng tai Viét Nam dé
hudng dan ngudi dung cai dat ing dung doc hai trén dién thoai. Sau
do chiém quyén diéu khién dién thoai ctia nan nhéan, va thuc hién céc
hanh vi chiém doat tai san.

Ké tan cong gia danh nhan vién thué goi dién théng bao ng thué hoac
yéu cau cap nhat théng tin qua dudng link gia mao, nham danh cap dir
liéu ca nhan.

Loi dung th&i diém nhu cdu mua sdm va di lai ting cao. Ké tan céng st
dung hinh thirc goi dién moi mua vé xe, vé may bay gia ré hodc tham
gia chuong trinh khuy&n mai Tét, yéu ciu chuyén khoan trude.

Ké tan cong thu thap théng tin ca nhan va tai khoan ngan hang cua
nguoi dung thong qua chg den giao dich di liéu hoac nhitng thong tin
bi 16 trén mang xa& hoi. Ké tdn céng sé co tinh lam vo hiéu hoa tai
khodn béng cach nhap sai mat khiu nhiéu [an, sau d6 ké tan coéng sé
gia mao nhan vién ngan hang dé huéng dan ngudi dung cai dat tng
dung doc hai hodc quét QR chira dudng dan doc hai.

Ngudi dung ngan
hang

Ngudi dung cac t6
chtre tai chinh,
ngan hang

Ngudi dung ngan
hang

Ngudi dung cac
(rng dung nop tién

dién

Ngudi dung dich vu
cong

Nguoi nop thué

Ngudi dan

Ngudi dung ngan
hang

*Nguén: Viettel Threat Intelligence

VIETTEL THREAT INTELLIGENCE
Gidi phap cap nhat tri thirc An ninh mang sd 1 Viét Nam
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3. Tinh hinh 16 héng bdo méat

Viettel Threat Intelligence da canh béo chi tiét vé 36 16 hdng bao mét trong cac san pham, phan mém
phd bién dugc cong bd trong quy 1 ndm 2025 ¢ nguy co anh hudng dén cédc doanh nghiép, t6 chuc tai
Viét Nam.

Bén canh d6 cac nhom tan cong van tich cuc st dung céc 16 héng da phat hién tir thoi gian trude dé
tién hanh ra quét, khai thac trén cac san pham phdo bién trong moi trudng doanh nghiép nhu: Oracle
WebLogic Server (CVE-2023-21931 va CVE-2023-21839), FortiNAC (CVE-2022-39952), Apache Log4j
(CVE-2021-44228),... Ma khai thac cua cdac 16 hong nay déu da dugc cong khai tir 1au trén khong gian
mang khién viéc khai thac trd nén dé dang.

Céc 16 hong méi xuat hién trong quy 1 nam 2025

Hinh 4: S6 luong 16 héng mai xuat hién trong quy 1 nam 2024
vaquy 1 nam 2025

11,365

7,375

Quy 1-2024 Quy 1-2025
*Nguon: Viettel Threat Intelligence

Trong quy 1 ndm 2025, s6 lugng 16 héng ghi nhan trén thé gidi da tang 54.1% so véi clung ky nam
2024. So lugng 16 héng gia tang theo tirng nadm cho thay xu hudng phat trién nhanh chéng cla céng
nghé va sy md rong cua bé mat tdn cong tir cadc san pham trong maéi trudng doanh nghiép.

Hinh 5: Ti [ 16 hong trong quy 1 ndm 2025 theo muc d6

= Nghiém trong

Cao

S Trung binh

= Thap

49%

*Nguén: Viettel Threat Intelligence

Céc 16 hong muc Cao va Trung binh (theo hé thng chdm diém phé bién — CVSS 3.0) chiém ti trong
I6n nhat véi [an lugt 1a 35% va 49%. Trong khi d6, sé luong 16 hdng mic Nghiém trong méc du chi
chiém 9% nhung céc 16 héng nay thudong xuyén dugc cdc nhom tin tac sir dung trong chién dich tan
cong thuc t€, gay anh hudng 16n téi cac t6 chirc.
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3. Tinh hinh 16 héng bdo méat

Qua qua trinh danh gia va phan tich céc 16 hong, Viettel Threat Intelligence dua ra 36 phan tich chi tiét
lién quan dén 16 héng bdo méat trong quy 1 ndm 2025 ¢ nguy co anh hudng 16n téi cac t6 chirc, doanh
nghiép tai Viét Nam, cu thé nhu sau:

Bang 5. Thong ké s6 lugng 16 hdng ¢6 nguy co anh hudng |6n t6i céc t6 chirc tai Viét Nam theo

muc do
Nghiém trong 2
Cao 10
Trung binh 23
Thap 1

*Nguon: Viettel Threat Intelligence

Bang 5. Danh sach 12 16 héng ndi bat trong quy 1 ndm 2025 dugc Viettel Threat Intelligence
dénh gia la c6 anh hudng 16n téi céc t6 chirc, doanh nghiép tai Viét Nam

Murc d6 danh gid

Thong tin chung cua Viettel Threat
Intelligence

Nguy co khai thac cac 16 héng trén cac san phdm cla
WSO02: Khai thac 16 héng thanh cong, tin tac khong
can xac thuc cé thé tao mét tai khoan mai va dung

CVE-2024-
7097, CVE-

2024-7096 .. , R o , .. , LA
1 CVE—2024-' tai khoan nay dé reset password cua tai khoan Nghiém trong
A admin, dan dén nguy co chiém quyén quan tri hé
6914 va CVE- thong. Viettel Threat Intelligence ghi nhéan 16 hén
2024-7074 g- gence ghi s g

nay da dugc khai thac trén thuc té.

Nguy co khai thac 16 héng cho phép thuc thi ma tir xa
trén Ivanti Connect Secure, giai phap VPN dugc sk
CVE-2025- dung phd bién: Khai thac 16 hdng thanh cong, tin tic
0282 khong can xac thuc co thé thuc thi ma tir xa trén hé
théng muc tiéu. Viettel Threat Intelligence ghi nhan 16

hong nay da dugc khai thac trén thuc té.

Nghiém trong

Nguy co khai thac 16 hdng trén FortiOS va FortiProxy:
Khai thac 16 héng thanh céng, tin tic cé thé vuat qua
CVE-2024- . - o e .
3 xac thuc, 1dy duge quyén super admin va kiém soat Cao
55591 . L~ i . . .
hé théng muc tiéu. Viettel Threat Intelligence ghi
nhan 16 héng nay da dugc khai thac trén thuc té.

Nguy co khai thac 16 hong trén hé diéu hanh Microsoft

CVE 2924 Windows: Khai thac 16 hdng thanh céng cho phép tin
4 49113 va CVE- . . R e < L. Cao
tac gay ra tinh trang tur choi dich vu hodc thuc thi ma
2024-49112 A X A e
tuy y trén mdy chu ma khong can xac thuc.
viettel
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3. Tinh hinh 16 héng bdo méat

Bang 5 (ti€p). Danh séach 1216 héng n6i bat trong quy 1 ndm 2025 dugc Viettel Threat
Intelligence danh gia la cé anh hudng 16n t6i céc t6 chirc, doanh nghiép tai Viét Nam

Murc d6 danh gia

Thong tin chung cua Viettel Threat
Intelligence

Nguy co khai thac 16 héng Oracle WebLogic Server, may chi tng
CVE-2024-  dung hang dau trén nén tang Java: Khai thac 16 hdng thanh céng,

S 21182 tin tdc khong can xac thuc co thé loi dung 16 héng nay dé thuc Cao
thi ma tuy y trén mdy chu thong qua giao thie T3, IIOP.
Nguy co khai thac 16 héng trén Apache Tomcat, mot web

6 CVE-2024- server HTTP ma nguén ma cta Apache Software Foundation: Cao

50379 Khai thac 16 héng thanh céng, tin tdc cé thé tai tép lén hé
thong va thuc thi ma tir xa.

Nguy co khai thac 16 hong CVE-2025-21298 trén Windows
CVE-2025- Object Linking and Embedding (OLE): L6 )hﬁ'f\g tén tai trong
7 91298 trinh phan tich E:l] phdp RTF. Tin tac cé tbé gui cép email dac Cao
biét t6i mdy chu muc tiéu, ngudi dung ma email bang Outlook
hoac hién thi ban xem trudc cho phép tin téc thuc thi ma tir xa.

Nguy co khai thac 16 héng CVE-2024-43639 trén Microsoft
CVE-2024- Windows Key Distribution Center (KDC) Proxy: Khai thac 16

8 43639 héng thanh cong cho phép tin tac thuc thi ma tuy y trong ngi Cao
canh bao méat cta dich vu muc tiéu.
Nguy co khai thac 16 héng CVE-2025-24813 trén Apache

9 CVE-2025- Tomcat: Khai thac 16 hdng thanh céng cho phép tin tic thuc Cao

24813 thi ma tir xa, tiét 16 thong tin nhay cam hoéc lam hdng di liéu
ctia hé thong.

Nguy co khai thac céc 16 hdng Zero-Day ZDI-CAN-25373 trén
hé diéu hanh Microsoft Windows: Khai thac 16 héng thanh

10 ZEIS-;D;AsN- cong cho phép tin téc thuc thuc thi ma tir xa trén may cla nan Cao
nhan. D€ khai thac 16 hdng, tin tdc can déanh lira nguoi dung
tai va ma céc tép doc hai.
CVE-2025- Nguy co khai thac 16 héng CVE-2025-24071 trén hé diéu hanh

1 24071 Windows khi gidi nén tép RAR/ZIP: Khai thac 16 hdng thanh cong Cao
cho phép tin tac thu thap ma bam NTLMv2 ctia ngudi dung.

Nguy co khai thac 16 hong CVE-2025-23120 trong phan mém

CVE-2025- Veeam Backup & Replication: Khai thac 16 hong thanh cong

23120 cho phép tin tdc da dugc xac thuc thuc thi ma tir xa véi quyén
SYSTEM trén may chu sao luu.

12 Cao

*Nguén: Viettel Threat Intelligence
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3. Tinh hinh L6 h6ng bao mat
Céc 16 hong dugc khai thac trong céc chién dich tan cong thuc té

Ngoai cac 16 hdng méi dugc céng b6 trong quy 1 ndm 2025, cac nhém tan cong van tich cuc sir dung
cac 16 hdng da phat hién tir thoi gian trudce dé tién hanh ra quét, khai thac. Dudi day 1a danh sach céac 16
héng dugc str dung nhiéu trong céc chién dich tan cong thuc t&€ ma Viettel Threat Intelligence ghi nhan
trong quy 1 nam 2025:

Bang 7. Danh séach céc 16 hong dugc st dung nhiéu trong céc chién dich tin cong thuc té€ ma
Viettel Threat Intelligence ghi nhan trong quy 1 nam 2025

Mlrc d6 danh gia

STT Ténld hdng Thong tin chung cua Viettel Threat
Intelligence

Nguy co khai thac 16 héng CVE-2023-21931 va
CVE-2023-21839 trén Oracle WeblLogic Server,

VE-2023- . . . A s
¢ may chu ng dung hang dau trén nén tang Java:

21931 ve NS hdng d ’ tang ;
1 CVE—ZOZg- Nguyén nhéan cua 16 hdng la do may chu khong xu Cao
21839 ly an toan khi deserialize du liéu truyén tir nguai

dung qua cac giao thuac T3, IIOP. Khai thac thanh
cOng, tin tac co thé thuc thi ma tuy y trén hé thong.

Nguy co khai thac CVE-2022-39952 trén cac may
. CVE-2022- chu Fortinet FortiNAC: Khai thac 16 héng thanh N
39952  cong cho phép tin tic tai 1én tap tin tuy y, tir do g >Ng

thuc thi ma trén may cha.

Nguy co khai thac 16 hong CVE-2021-41379 trén hé

CVE-2021-  diéu hanh Microsoft Windows: Khai thac 16 hong

41379 thanh cong, tin tdc c6 thé thuc thi ma tuy y véi
quyén SYSTEM trén mady nan nhan.

Cao

Nguy co khai thac 16 hong Log4Shell trén thu vién

Log4j, thu vién duoc s dung rat phé bién: Khai

thac 16 hong thanh cong cho phép tin tac khéng Nghiém trong
can xac thuc co thé thuc thi ma tir xa trén hé

thGng muc tiéu.

CVE-2021-
44228

*Nguén: Viettel Threat Intelligence
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3. Tinh hinh 16 héng bdo méat

Dudi day la ti lé cac 16 hong dugc str dung trong céc chién dich tan céng thuc té:

Hinh 6: Thong ké ti 1& cac 16 hong dugc str dung dé ra quét, khai thac trong
thuc té tai Viét Nam trong quy 1 ndm 2025

1%

1%
1%
2% _—7%

m CVE-2023-21931 m CVE-2023-21839 m CVE-2022-39952 = CVE-2021-41379
m CVE-2021-44228 m CVE-2023-22515 = CVE-2020-10148 CVE-2021-41773
m CVE-2020-5902 mCVE-2023-46805  Céc 16 hdng khac

*Nguén: Viettel Threat Intelligence

Nhin vao céc biéu d6 trén cé thé thdy céc 16 héng dugc cdc nhom tan cong stir dung trong thuc t€ dé ra
quét va khai thac trén cac hé thdng cla cdac to chirc trong quy 1 nam 2025 c6 thé ké dén la: CVE-2023-
21931 va CVE-2023-21839 (L6 héng thuc thi ma tly y trén Oracle WebLogic Server), CVE-2022-
39952 (L6 hdng thuc thi ma tir xa trén FortiNAC), CVE-2021-41379 (L6 hdng leo thang déc quyén trén
Microsoft Windows), CVE-2021-44228 (16 hong thuc thi ma tir xa trén Apache Log4j),... Day déu la cac
16 hdng trén cac san pham phd bién duoc st dung trong moi truong doanh nghiép va la céc 16 héng
cho phép ké tan cong cé thé thuc thi ma tir xa sau khi khai thac ma khéng can xac thuc, kich ban khai
thac don gian. Cac nhom tan cong lgi dung céc 16 hdng nay nham muc dich 1am ban dap ban dau dé
truy cdp hé thdng tir d6 thurc thi cac hanh vi doc hai tiép theo.
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3. Tinh hinh 16 hong bao mat
Ti 1& 16 hong bi khai thac theo linh vuc
Dudi day la ti 1€ 16 hdng bi khai thac theo linh vuc trong quy 1 nam 2025:
Hinh 7: Thong ké ti I& céc 16 hong dugc str dung dé ra quét, khai thac

trong thuc té tai Viét Nam theo Iinh vuc Tai chinh - Ngan hang trong quy
1 nam 2025

7%

= CVE-2023-21931 = CVE-2023-21839 CVE-2021-41379 Cac 16 hdng khéc

*Nguon: Viettel Threat Intelligence

Hinh 8: Thong ké ti 1é céac 16 héng dugc sir dung dé ra quét, khai thac
trong thuc té tai Viét Nam theo linh vuc Nang luong trong quy 1 ndm
2025

m CVE-2018-6789 mCVE-2021-44228 = CVE-2015-0204
CVE-2021-1675 mCVE-2021-31195 © Céc 16 hong khac

*Nguén: Viettel Threat Intelligence
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4. Tan cdng tu chdi dich vu phan tan (DDoS)

Cdc s0 liéu, biéu do trong muc Tan céng tir chéi dich vu phén tan (DDoS) duoc téng hop tir diF liéu
déc quyén cua hé thong Viettel Anti-DDoS.

Trong quy 1 ndm 2025, hé thong Viettel Anti-DDoS da ghi nhan hon 257,000 cudc tan cong tir choi
dich vu phan tan (DDoS). bang chu y, hon 41% so cudc tan cong tap trung vao thang 1. Ciing
trong khoang cudi thang 1 - dau thang 2, cac cudc tan cong DDoS dang Hit-and-Run da cé su gia
tang, chd yéu nham vao cac doanh nghiép thudc khoi Tai chinh. Cac cudc tan cong DDoS véi
cuong do bang thong cao van ludn la méi lo ngai Ién, va trong 3 thang dau nam 2025, d4 xuat hién
cac cudc tan céng DDoS vaéi cuong do bang thong dat dinh 1én téi gan 800Gbps vdi muc tiéu la
cac doanh nghiép thuéc linh vuc Céng nghé thong tin. Ngoai ra, cac doanh nghiép, tap doan
thudc céc linh vuc nhu Dich vu giai tri dién ttr, Gido duc, Co quan chirc ndng van thuong xuyén bi
nham muc tiéu, thé hién su phan b6 réng rai va khéng phan biét linh vuc trong chién lugc cia céc
nhdém tan cong.

S0 lvgng tan cong DDoS cé xu hudng giam dan

Hinh 9: S6 lugng céac cudc tan cong DDoS theo cung ky ndam
2024 vanam 2025

364,154

257,554

Quy 1 nam 2024 Quy 1 nam 2025

J quy 1 ndm 2025, sd luong cac cudc tan cong DDoS cé sur sut gidm so véi cung ky nam 2024 khi
s0 cudc tan cong da gidam di hon 100 nghin cudc, tuong duong 30%.

Nguyén nhan dan t6i su suy giam vé sé lugng tan céng la do sur thay déi vé céch thirc tan cong
va do phuc tap cta cudc tan céng. Trong quy 1 nam 2024, tin tac lién tuc st dung da dang céc
kiéu tan cong DDoS va thay d6i luan phién céc tan céng dang Hit-and-Run va CarpetBomb nham
c0 gang bypass cac co ché bao vé. Pac trung cta céc ki€u tan cong trén la tao nén so luong I6n
céc cudc tan cong véi cudng doé t6i thi€u nham vuot qua céc co ché bao vé tan cong dua theo
ngudng cung. VGi dang tan cong Hit-and-Run, cac cudc tan cong nhd Ié dugc thuc hién trong mot
khoang thoi gian ngan réi dimg lai mét khoang thai gian, véi muc dich gay gian doan dich vu cua
muc tiéu trong khoang thoi gian can thiét dé hé thong bao vé cé thé phat hién va chén loc tan
cong. Con véi dang CarpetBomb, céc cudc tan cong nho lé cling dugc str dung, tuy nhién muc tiéu
sé la toan bo mét dai IP dich vu cua hé théng. Cudng dé tan cong vao mdi IP ¢ thé bé, nhung
téng dung lugng tan cong vao toan b dai IP sé Ién t6i hang chuc, tham chi hang trdm Gbps.

Con doi véi quy 1 nam 2025, dang tan cong DDoS Carpet Bomb khong dugc ghi nhéan, thay vao do,
chi co sy xuat hién cta dang tan cong Hit-and-Run. Day cling la mét dang tan cong sinh ra nhiéu
cudc tan cong nho lé. Mac du s6 lugng cudc tan cong suy giam, murc dé tinh vi va anh hudng thuc
té lai gia tang. Dac biét, cac chién dich tan cong dang DNS Hit-and-Run cé xu hudng duogc diéu
chinh linh hoat vé thoi gian va tan suat, nham né tranh cac co ché phong thu theo ngudng, cho
thay su chuyén hudng tir “tan cong s6 lugng” sang “tan cong chat lugng”.
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4. Tan cdng tu chdi dich vu phan tan (DDoS)

Hinh 10: S6 luong céc cudc tan cong DDoS theo thang trong quy 1
nam 2025

107,172

78,809

71,573

Thang 1 Thang 2 Thang 3

Cu thé theo thang, so luong tan céng DDoS tap trung chi yéu trong thang 1, ngay trong va sau
thoi diém dip Tét Nguyén Dén, chiém hon 40% téng s6 cudc tan cong trong quy. Sau do, so lugng
céc cudc tan cong DDoS giam dan vé cudi quy.

Hinh 11: So sanh sé lugng céc cudc tan cong DDoS qua céac thang
trong quy 1 ndm 2024 va quy 1 nam 2025

257,324
——N&m 2025
107,172 e NEM 2024
78809 71,573
N\
53,841 52,989
Théng 1 Thang 2 Thang 3

So sanh sau thém gilra cac thang cung ky ndm 2024 va nam 2025, cé thé thay céac cudc tan cong
trong quy 1 ndm 2025 c¢6 su dan trai déu hon so véi nam ngoai. Trong quy 1 ndm ngoai, cac cudc
tan cong tap trung nhiéu nhat vao thang 2 - la thang da ghi nhan sy gia tdng dot bién cac cudc tan
cong DDoS cua ca 2 dang Hit-and-Run va Carpet Bomb.

viettel
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4. Tan cdng tu chdi dich vu phan tan (DDoS)

Ty trong xuét hién céc kiéu tan céng DDoS

Hinh 12: Ty trong céc loai tdn céng DDoS trong quy 1 nam 2025

A% 1%

2% 1% o

& - = ACK_FLOOD
2\ \\“ PUSH_ACK_FLOOD
TCP443_FLOOD
UDP_FLOOD
= SYN_FLOOD
TCP80_FLOOD
= TCP_FLOOD

= NTP_FLOOD
= DNS_FLOOD

13%

13%
15%

Céc ky thuat dugc str dung trong cac chién dich DDoS ngay cang da dang, chd yéu bao gom:

+ UDP Flood/TCP SYN Flood: Tan cong bédo hoa bang théng lam qua tai may cha xt ly két néi.

+ DNS Amplification: Lgi dung hé thng mdy chi DNS mé& dé khuéch dai dir liéu, tao ra luu lugng
tan cong I6n.

« Traffic Bursting/Hit-and-Run: Tao ra céc dot tan cong ngan, manh va lién tuc, khién hé théng
phan (ng khéng kip, lam gidn doan tam thai dich vu.

» HTTP Flood thng minh: Nham vao tang (ng dung vdi cac yéu cau cé cau tric tuong tu ngudi
dung thuc, gay khé khan cho hé thdng loc va phan biét.

Déc biét, chién thuat Hit-and-Run (nhu da dé cap & trén) ghi nhan xu hudng gia téng, vai nhiéu dot
tan cong lap di ldp lai, kéo dai vai phat dén vai chuc phat méi [an, nhung gay gian doan dich vu tai
cac khung gio cao diém.

S6 lugng cude tan cong DDoS lgi dung bd giao thirc TCP van luén ding dau theo phuong thic
tan cong, chiém tdi hon 80% tong s6 cudc tan cong trong quy. Day 1a nhimng cudc tan cong loi
dung céac co trong bd giao thirc TCP/IP nhu ACK, SYN-ACK hay phé bién nhat 1a co SYN. Cac cubc
tan cong nay dé dang lam treo hodc sap céc thiét bi nhu tuong Itra, thiét bi phan tai,... dimg trung
gian gitra tin tdc va muc tiéu bang céach lam cao tai tai nguyén thiét bi nhu CPU, RAM hay gay tran
bang session khién tinh san sang cda dich vu bi anh hudng.

Bén canh giao thirc TCP, céc cudc tan cong lgi dung giao thirc UDP ciing ludn la vector tan cong
phs bién va dé thuyc thi. Dién hinh la tdn cong DDoS UDP Flood sé tao ra mét luéng bang thong tan
cong cuc lén, dé dang gay nghén bang théng uplink ctia cac doanh nghiép, tir d6 gay anh hudng téi
ha tang cling nhu céc dich vu clia hé thdng muc tiéu. Déc biét, bang céach khai thac cac may chu
trung gian nhu mdy chd DNS hay mdy chd NTP, tin tdc hoan toan cé thé tao nén cac cudc tan cong
tran bang thong vai quy mo Ién t6i hang tram Gbps, ma van cd thé che gidu nguén goc tan coéng.

Ngoai su xuat hién von co clia céc tan cong ki€u DNS Flood va DNS Amplification, hé thong Viettel
Anti-DDoS ghi nhan ca su xuat hién tan cong DDoS DNS Recursive Attack, ki€u tan cong nay gay
anh hudng tai dich vu DNS ctia muc tiéu, gian tiép gay cao tai cac thanh phan mang trung gian nhu
tuong Ira hay tham chi chinh mdy chid DNS. Do lgi dung cdc mdy chi DNS public internet lam ban
dap, nén cac nguon cla céc truy van DNS déu la tir cac IP théat, tir dé sé gay ra thach thic 1én trong
qua trinh bao vé hé théng khdi tan cong dang nay. Nhiéu td chirc thudc linh vuc Tai chinh da ghi
nhan bi tan cong bai ki€u tan cong DDoS trén trong khoang cudi thang 1, dau thang 2 nam 2025.
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4. Tan cdng tu chdi dich vu phan tan (DDoS)

Cuong do tan cong DDoS

Hinh 13: SG luong céc cudc tan cong cé cuong do <1Gbps
theo cuing ky 3 nam gan day

Q1-202: | 133420
0r-200 [ ;0
01-2005 | 2235

Dai vai cac cudc tan cong dudi 1Gbps, trong quy 1 ndm 2025 da co sy suy giam vé so lugng tan
cong. Nguyén nhan nhu da trinh bay & muc trén, cac cudc tan céng DDoS dang Hit-and-Run hay
Carpet Bomb, thdm chi tdn cong DDoS DNS Recursive da ghi nhan xuat hién nhiéu va tang cao
trong quy 1 ndam 2024. Téi quy 1 nam 2025, s6 lugng céc cudce tan cong dang Hit-and-Run da
giam va khong ghi nhan thém su xuat hién tan cong DDoS dang Carpet Bomb, cac cudc tan coéng
DDoS DNS Recursive ciling xuat hién véi tan suat thap hon.

Nhin xa tir quy 1 ndm 2023, c6 thé thay do chua c6 su xuat hién cta céc ki€u tan céng DDoS dang
nho |é trén nén s6 luong céc cudc tdn cong DDoS dudi 1Gbps thap hon nhiéu so véi clng ky 2
nam gan day.
Hinh 14: S6 luong céc cudc tan cong DDoS theo cuong d6 qua
trng thang trong quy 1 nam 2025

8,648 8479
7,830

3,895

2,438
1,905

1,135

503 354
[ ]

1-5G 5-10G >10G

m Thang 1 Thang2 = Thang 3

Céc cudc tan cong DDoS tir 1 — 5Gbps van chiém sd lugng chi dao khi chiém t6i hon 70% téng sd
céc cudc tan cong co cuong do 16n hon 1Gbps, do day la cudng dé tan cong dé dang tao ra khi tin
tac cd lugng tai nguyén it va la cuong dé thuong thay dugc gidi thiéu & cac dich vu tan cong DDoS
underground (DDoS-as-a-Service). Cang vé cudi quy, so lugng cac cudc tan cong DDoS cuong do
cao cé dau hiéu giam dan.
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4. Tan cdng tlU chdi dich vu phan tan (DDoS)

Trong quy 1 ndm 2025, nhiéu cudc tan coéng DDoS cudng do cuc I6n da dugc hé thong Viettel
AntiDDoS ghi nhan, riéng trong thang 1 da xuat hién 2 cubc tan cong DDoS ding dau vé cuong do
bang théng (dat gan 700Gbps va 800Gbps). Cac cudc tan cong nay co diém chung la déu lgi dung
giao thirc UDP dé tao ra cudc tan cong DDoS quy md Ién. Mot s6 cudc tan cong da cho thay luong
bang thong cuc Ién dugc sinh ra khi lgi dung tinh khuéch dai trong co ché cua giao thirc DNS. Muc
tiéu bi nham t4i 1a cac doanh nghiép, t6 chirc thudc linh vuc Céng nghé.

Firstattacks - P - Protocol - Duration |- Attacktype details - Peak BPS - Peak PPS -
2025-01-28 12:25:06 | [INNNNEGEGE udp 84 UDP_FLOOD 798.29Gb 184.79Mpps
2025-01-07 09:14:04 | (I udp 96 Teardrop, UDP_FLOOD, DNS_REFLECTION |  696.40Gb 62.27Mpps
2025-02-01 12:18:50 | NN udp 90 UDP_FLOOD 567.06Gb 96.67Mpps
2025-02-18 15:21:41 | I udp 144 UDP_FLOOD 456.04Gb 40.28Mpps
2025-02-06 21:48:01 | NN udp 144 UDP_FLOOD 364.19Gh 84.30Mpps
2025-03-02 16:41:13 | I udp 144 UDP_FLOOD 275.78Gb 24.23Mpps
2025-02-15 01:56:06 | NN udp 240 Teardrop, DNS_REFLECTION, UDP_FLOOD |  234.81Gb 21.39Mpps
2025-02-18 21:59:13 | (N udp 270 UDP_FLOOD, WSD, Teardrop 222.16Gb 19.56Mpps
2025-02-18 22:01:49 | I udp 102 UDP_FLOOD 222.16Gb 19.56Mpps
2025-02-12 17:52:45 | NN udp 126 UDP_FLOOD 187.23Gb 16.72Mpps

Hinh 15. Hinh a@nh thuc té€ mét s6 cudc tan céng DDoS c¢é cudng dé I6n trong quy 1 nam 2025
(nguén: Viettel Anti-DDoS)

Co thé thay so lugng tan cdng DDoS trong quy 1 ndm 2025 da suy giam nhe so véi quy 1 nam 2024,
tuy nhién chat lugng céc cudc tan cong nay ngay cang tang va thiét hai ngay cang lén. Loi dung bo
giao thic TCP, cac cudc tan cong DDoS cé thé dé dang lam cao tai tai nguyén va gay treo céac thiét
bi quan trong nhu tuong Ilra, thiét bi phan tai, tir d6 gay anh hudng téi trai nghiém ngudi dung.

Tiép theo la céc ki€u tan cong DDoS lgi dung DNS khai thac tai nguyén mdy chd DNS public trén
Internet lam ban dap dé khuéch dai tan cong, gay anh hudng t6i ha tang ciia muc tiéu. Bén canh
dé, cac cudc tan cong DDoS DNS Recursive gay anh hudng t6i may chd DNS va lam gian doan
dich vu muc tiéu.

Déc biét, doi véi kiéu tan cong DDoS lam tran bang thong, hién tai va trong tuong lai van sé la kiéu
tan céng pho bién va dé sir dung nhat. Véi su xuat hién cong nghé 1oT, tan cong DDoS khuéch dai
(DDoS Amplification) bang thong sé trd thanh céng cu méi cho céc tin tac, khi luong béang thong
sinh ra tlr ki€u tan c6ng nay cé thé Ién téi vai tram Gbps, dé dang gay nghén dudng truyén cua
doanh nghiép, anh hudng truc tiép téi dich vu khach hang.

Céc kiéu tan cong trén thuong dugc két hop véi cac hinh thac tdn cong khac nhau nhu Carpet
Bomb, tdn cong cudng do thap téi toan bo dai IP cua muc tiéu, hay Hit-and-Run la tdn cong lam
cao tai thiét bi cia muc tiéu trong 1 khoang thai gian ngan roi dimg, sau do lap lai lién tuc trong
nhiéu ngay. Diéu nay hoan toan cé thé sinh ra lugng bang thong cuc I6n, lam can kiét tai nguyén
thiét bi mang, gay anh hudng nghiém trong téi ha tang song song do la dich vu khach hang.
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5. Cadc nhém tan céng cé chu dich (APT)

Trong quy 1 ndm 2025, phuong phap tan cong chi yéu clia cac nhom APT van la st dung tai liéu,
phan mém gia mao dé danh Ilra ngudi dung thuc thi ma doc. Theo ghi nhan cla Viettel Threat
Intelligence, xu hudng tan coéng trong quy 1 ndm 2025 phan I6n nham vao cac t6 chirc thudc linh
vuc Tai chinh, Cong nghiép, Dich vu cong va Cong nghé.

Trong quy 1 ndm 2025, cdc nhém tan céng c6 chu dich da nang cap thém céc cong cu, ma doc st
dung trong céc chién dich tan céng. Mét trong céc ky thuat dugc cac nhém tan céng sir dung nhiéu

nhat co thé ké dén nhu:

 DLL-Sideloading: La ky thuat phd bién nhat dugc cac nhém tan cong st dung. Cac nhom tan
cong thuong st dung ky thuat nay dé bd qua I6p phong tha cta hé théng do payload dugc thuc
thi thong qua mét tién trinh hop phap.

« Ma hod payload dya trén thong tin may tinh ctia nan nhan: Payload dugc ma hod dua trén
cac thong tin dac trung cia may tinh muc tiéu (vi du: dia chi MAC hodc tén mdy), dam bao chi
hoat dong trén hé thong da xac dinh, tir dé giam nguy co bi phan tich trén cac méi truong khac.

« Domain Fronting: La k¥ thuat che gidu luu luong mang bang céch loi dung giao thirc HTTPS va
CDN dé nguy trang két néi dén tén mién hop phap, trong khi thuc t€ luu lugng mang doé dugc két
ndi dén may chu diéu khién (C2), gilip vugt qua cac hé théng gidm sét va tuong Itra (firewall).

Bang 8. Danh sach nhém APT duoc Viettel Threat Intelligence thu thap va danh gia cé anh
hudng I6n dén doanh nghiép, t6 chirc tai Viét Nam trong quy 1 nam 2025

STT

3

Tén nhém

Mustang
Panda

Lotus
Blossom

APT37

Nhom tin tdc chuyén nham muc tiéu vao cac t6
chure thudc linh vue Dich vu céng va Nang luong.
Trong quy 1 nam 2025, Viettel Threat
Intelligence phat hién nhiéu mau ma déc cua
nhém Mustang Panda dugc phat tan véi ndi
dung lién quan dén céc doanh nghiép, t6 chur,
trong d6 c6 linh vuc Dich vu cong tai Viét Nam.

Con dugc biét dén vai tén DRAGONFISH, Spring
Dragon, Lotus Panda. Nhom da hoat déng tu
nam 2012, tap trung tan cong cac co quan chirc
nang va doanh nghiép I6n, véi cac phuong thac
tan cong ngay cang tinh vi.

Con dugc goi la Reaper, ScarCruft. Nhém da
hoat dong it nhat tir 2012, tap trung vao thuc
hién céc chién dich gian diép mang.

Cac ky thuat, cong cu
thuong xuyén st dung

Spearphishing
Attachment, DLL Side
Loading, Template
Injection

Spearphishing
Attachment, DLL Side
Loading, Domain
Fronting,
ShadowShell

Spearphishing
Attachment, DLL Side
Loading
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*Nguon: Viettel Threat Intelligence

Théng tin vé Chién djch tan cong mdi cda nhém APT Lotus Blossom da duoc phén tich chi tiét trong
bdo cdo déc quyén cua Viettel Threat Intelligence tai blog Viettel Cyber Security: Phan 1, Phan 2, Phan 3.
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https://blog.viettelcybersecurity.com/chien-dich-tan-cong-moi-cua-nhom-lotus-blossom-ky-thuat-domain-fronting-va-loi-dung-cac-he-thong-quan-tri-tap-trung-phan-1/
https://blog.viettelcybersecurity.com/chien-dich-tan-cong-moi-cua-nhom-lotus-blossom-ky-thuat-domain-fronting-va-loi-dung-cac-he-thong-quan-tri-tap-trung-phan-2/
https://blog.viettelcybersecurity.com/chien-dich-tan-cong-moi-cua-nhom-lotus-blossom-ky/

5. Cadc nhém tan céng cé chu dich (APT)

Dudi day la danh sach cac nhéom APT cé s6 luong IP tai Viét Nam dugc ghi nhan truy cap két noi
dén nhiéu nhat trong quy 1 ndm 2025 theo Viettel Threat Intelligence:

Hinh 16: SO luong IP két ndi téi cac C&C APT

Unfading Sea Haze APT

Mustang Panda APT

Earth Krahang APT
MirrorFace APT
Lazarus APT
APT1937CN
Goblin Panda APT

APT37
23417
14,839
m 3,982
m 3,047
m 2778
1 2,567
11,714
1 960
1 905
I 677
196

APT32
APT29
APTTurla
APT28

APT36

I 41,469

230,370

*Nguon: Viettel Threat Intelligence

Duéi day la danh sach chién dich ndi bat dugc Viettel Threat Intelligence phat hién va danh gia co
anh hudng trong quy 1 nam 2025:

Bang 9. Danh sach céc chién dich tan cong c6 chd dich ndi bat dugc Viettel Threat Intelligence
ghi nhan trong quy 1 nam 2025
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Thang

1/2025

Thang
2/2025

Canh bao nhém APT Earth
Estries tan cong vao cac té
chirc thuéc linh vuc cong
nghé tai Dong Nam A

Canh bao vé chién dich
tan cong cda nhém Earth
Preta (Mustang Panda
APT) nham vao céc t6
chic khu vuc Chau A -
Thai Binh Duong

Canh bdo nhém APT
Mustang Panda nham vao
cac t6 chuc, doanh nghiép
khu vuc ASEAN

VIETTEL THREAT INTELLIGENCE
Gidi phap cap nhat tri thirc An ninh mang sd 1 Viét Nam

Viettel Threat Intelligence cdnh bao nhém
APT Earth Estries trién khai ma doc théng qua

X L. ; Cé
khai thac cac L6 hong n-day nham muc tiéu nogg
vao nhiéu coéng ty thuéc linh vuc céng nghé ght
tai Pong Nam A.

Viettel Threat Intelligence canh bdo vé cac
chién dich tan coéng cla nhém Earth Preta Dich v
(hay con goi la Mustang Panda APT) nham o

A m . cong
muc tiéu vao cac to chuc trong khu vuc Chau
A - Thai Binh Duong.
Viettel Threat Intelligence canh bdao nhoém

S L x A x Doanh

APT Mustang Panda s&* dung bién thé ctia méa .

. . o .. hghiép,
doéc Bookworm; nham muc tiéu vao cac to £5 chire
chirc, doanh nghiép tai cac quéc gia ASEAN.

viettel
security



5. Cadc nhém tan céng cé chu dich (APT)

Bang 9 (ti€p). Danh séch céc chién dich tan cong cé chi dich néi bat dugc Viettel Threat
Intelligence ghi nhan trong quy 1 nam 2025

Thang
2/2025

Thang
3/2025

Canh bdo nhém APT41
tiép tuc s&¢ dung
ShadowPad  két  hop
ransomware trong cac
chién dich tan cong

Canh bdo chién dich APT
SalmonSlalom nhdm vao
linh vuc cong nghiép tai
khu vuc APAC

Canh bao nhém APT Lotus
Blossom nhdm vao nhiéu
linh vyc trong khu vuc
Pong A va Bong Nam A

Canh bdo vé chién dich
tan cong dién rong cua
nhom APT SideWinder

Canh bdo vé nhém APT37
phat tan méa déc RokRat

Viettel Threat Intelligence cdnh bao nhdém
APT41 s& dung ma doc Shadowpad két hop vai
ransomware tu tao dé tan cong ma hoa va doi
tién chudc. Nhdm nham vao céc t6 chuc, doanh
nghiép tai cac quéc gia khu vic Dong Nam A va
Chau Au.

Viettel Threat Intelligence canh bdo chién dich
APT SalmonSlalom nham vao cac doanh nghiép
thudc linh vic cong nghiép tai khu viec Chau A -
Thai Binh Duong (APAC).

Viettel Threat Intelligence canh bao nhom APT
Lotus Blossom nhdm vao cac té chirc, doanh
nghiép thudc nhiéu linh vuc tai khu vuc Béng A
vd Bong Nam A nhu Philippines, Viét Nam,
Hong Kong, Dai Loan.

Viettel Threat Intelligence cdnh bao vé chién
dich tan cong dién rong cdia nhém SideWinder
APT v&i muc tiéu chinh la cac co quan chuc
ndng, cac cong ty logistics va co s& ha tang
hang hai tai Nam A va Pong Nam A, Trung Béng
va Chau Phi.

Viettel Threat Intelligence cdnh bdo vé nhém
APT37 phat tan ma déc RokRat théng qua email
lira ddo cé chura tép ZIP déc hai.

Doanh
nghiép,
t6 chuirc

Céng
nghiép

Nhiéu
linh vuc

Nhiéu
linh vuc

Cong
nghiép

*Nguén: Viettel Threat Intelligence

Théng tin phén tich chi tiét vé cac nguy co tan cong cé chu dich (APT) dugc chia sé déc quyén trong

cdc bdo cdo chuyén séu cua Viettel Threat Intelligence tai https.//platform.cyberintel.io/#/.

viettel
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6. LO lot, ro ri di liéu

Trong quy 1 ndm 2025, Viettel Threat Intelligence ghi nhan s6 lugng gan 36 triéu thong tin tai
khoan bi 16 lot, tdng khoang 21.4% so v&i quy 1 nam 2024. Trong do, so lugng tai khoan 10 ot tai
Viét Nam la hon 4.5 triéu, chiém khoang 12.6%. Sy phat trién cla cadc nhéom tan cong danh cap
ma doc, cling nhu mé hinh Stealer-as-a-Service da dan téi su gia tdng manh mé sé luong tai
khoan 10 lot.

Thong tin cé nhan bj danh cap

L6 lot dir liéu la mot trong nhitng moi de doa nghiém trong d6i véi moi to chic, déc biét |a khi cac
théng tin nhay cam va quan trong bi tiét 10 hoac truy cap trai phép. Nhitng su c6 nay cé thé xay ra
dudi nhiéu hinh thirc, tir viéc ro ri thong tin ca nhan, tai khoan dang nhap, dén céac di liéu doanh
nghiép quan trong. Rat nhiéu truang hop 16 lot théng tin tai khoan dang nhap vao cac hé théng
quan trong va nhay cam nhu hé thong Email, hé théng quan ly tap trung SSO hoédc hé théng VPN
dung dé truy cap noi bo. Khi cac dir liéu nay roi vao tay ké xau, hau qua co thé rat nang ng, anh
hudng truc ti€p dén hoat dong kinh doanh va uy tin cla té chtrc.

So sanh sé lugng ban ghi thong tin tai khoan ca nhan bi danh cap trén thé gidi trong quy 1 ndm
2024 va quy 1 nam 2025:

BAN GHI THONG TIN CA NHAN B LO

& &

29.460.432 35.773.227

Tai khoan dang nhap Tai khoan dang nhap

Quy 1.2024 Quy 1.2025

*Nguon: Viettel Threat Intelligence
Hinh 17. S6 luong ban ghi thong tin tai khoan ca nhan 16 lot quy 1 ndm 2024 va quy 1 ndm 2025
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6. LO lot, ro ri di liéu

D{r liéu nhay cam cua céc t6 chirc, doanh nghiép bi 16 lot, rao ban

Hinh 18: SG lugng vu 10 lot di liéu tai Viét Nam theo
thang trong quy 1 ndm 2024 va quy 1 nam 2025

24
16
- | - 5
Théang 01 Thang 02 Thang 03
2024 m2025

*Nguon: Viettel Threat Intelligence

Trong quy 1 ndm 2025 chimng kién su bung né cla viéc rao ban théng tin ngudi dung, di liéu hé
thdng cung nhiéu di liéu nhay cam cla cac doanh nghiép Ién tai Viét Nam: ghi nhan 48 vu 16 lot
dit liéu vai hon 155 triéu ban ghi va 24.65 GB dir liéu.

Co thé thay, ngoai trir thang 02/2024 thi s6 lugng cac vu rao ban, chia sé dit liéu nhay cam theo
tirng thang trong quy 1 ndm 2025 déu tang dang ké so vai cling ky nam 2024.

Dudi day la danh sach cac vu 16 lot, rao ban dit liéu theo nganh trong quy 1 nam 2025:
Bang 10. Danh sach cac vu 16 lot dit liéu n6i bat tai Viét Nam trong quy 1 ndm 2025

Chi tiét

SG6 vu

Thong tin Linh vuc

1 Ma ngu6n, théng tin cau trdc hé théng, dir liéu Cona nahd 8 1,860,322 ban ghi
khach hang. g nghe 246 MB di ligu
D liéu, thong tin ca nhan, tai liéu cta nhiéu Gido duc 4 52,754 ban ghi
truong dai hoc, t6 chirc gido duc tai Viét Nam. i 13.4 MB dit liéu
3 Théng tin khach hang, thong tin mua ban. Ban lé 9 ~ 520,000 ban ghi
4 D liéu thong tin kAhacD hang, dLAr liéu trich xuat tir Tai chinh ] ~ 2,130,000 ban ghi
hé théng ndi bo.
5 D liéu thong tin k!wacb hang, dEr liéu trich xuat tir Bao higm 1 ~ 1,000,000 bén ghi
hé théng noi bo.
6 Théng tin khach hang, di liéu trich xuat tir hé N3N Iuon 5 ~ 63,000,000 ban ghi
théng noi bo. gluong 4.5 GB dir liéu
e ) 83,552,443 ban ghi
7 Thong tin ca nhan, thong tin eKYC. Khac 13 19.8 GB di liéu
Théng tin cla khach hang, théng tin s dung . 81,612 ban ghi
8 dich vu. Dich vy ! 53.4 MB di liéu
Thong tin nguai dung, thong tin trich xuat tir hé ) R 44,083 ban ghi
o thang ndi bo. Dich v cong ! 44.7 MB dit liéu
10 Thong tin vé may crllu he‘thong, thdng tin cua Giai tri 2 ~100,000 ban ghi
khach hang.
11 Thong tin clia khach hang, thong tin giao dich. Ngén hang 3 ~ 113,000 ban ghi
12 Thong tin khach hagg, th(A)!'lgAtln trich xuat tir hé Tién fch ] ~ 3,000,000 bén ghi
thdng ndi bo.
13 Thong tin khach hagg, th?r]g:cln trich xuat tir hé Vi& 1 4,453 ban ghi
thdng noi bo.
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6. LO lot, ro ri di liéu

Lo lot di liéu do vo tinh tai 1én cac nén tang cong khai

Céc nha phat trién phan mém (Developer) chia sé ma nguon cua cac du &n lén cac nén tang nhu
Github, DockerHub hodc Postman dé dé dang quan ly va kiém thir. Tuy nhién, trong ma nguon
cla du an khi day Ién cong khai c6 chira cac truong thong tin nhay cam duogc hardcoded nhu dia
chi IP n6i b, thong tin dang nhap hodc cac ma bi mat. Cac thong tin nay thuong vo tinh bi dang tai
cong khai lén khong gian mang. Diéu nay dan téi viéc tin tac cé thé doc hi€u ma nguon ndi bo, tir
dé thuc hién khai thac va tan cong khi phat hién 16 héng (néu cd) hoac 1dy ma nguon va xay dung
trang web lira dao.

Ngoai ra, viéc tai liéu cta td chirc dugc tai lén céc trang chia sé nhu Scribd, néu khéng cé su kiém
soat quyén truy cap co thé dan dén nhiéu nguy co rdi ro lién quan dén viéc 10 lot thong tin va dir
liéu nhay cam. Céc tai liéu nay cé thé bi chinh stra hoéc sao chép bdi bén thir ba ma khong cé su
déng y clia chu st hitu, dan dén viéc thong tin bi hi€u sai hodc gia mao, gay mat uy tin cho doanh
nghiép, t6 chirc. Néu céc tai liéu nay chira thong tin méat khau, di liéu cé nhan cda nhan vién hodc
thong tin vé cac hé thong ndi bo cla o chirc thi tin tic cé thé dé dang loi dung dé khai thac va
xam nhap hé théng cua td chtc.

Trong quy 1 nam 2025, Viettel Threat Intelligence da phat hién nhiéu truong hop 16 lot di liéy,
trong do6 cé 11 truong hop mirc dd Cao lién quan téi cac linh vyuc Tai chinh - Ngan hang, Giao
théng van tai va Céng nghé.

Dudi day la danh sach céc truong hop 16 lot do vo tinh chia sé ma nguén theo nganh trong quy 1
nam 2025:

Bang 11. Cac truong haop 10 lot dir liéu do vo tinh chia sé ma nguén ndi bat trong quy 1 nam 2025

Lo lot thong tin ma nguén, bd cai dat cd chira

1 Ngéan he N s ax A . .
ganhang 6 thong tin tai khoan dang nhap, khéa API nhay cam.
R R Lo lot thong tin m& nguon cd chira théng tin tai
2 h 2 T NPT A
Cong nghe khoan dang nhap cac hé théng ndi bo.
3 T it el 1 L? lot thongjm !'na rjgugn chErg tbong tin nhay cam
lién quan dén cac hé théng ndi bo.
. Lo lot thong tin API chira thong tin tai khoan da
4 Giao thong van tai 1 ohot t, ong tmﬂ c ra thong tin tai khoan dang
nhap cac hé théng dich vu.
5 By s 1 L6 lot thdng tin ma ngudn co6 chira API nhay cam

va cac thong tin dich vu.

*Nguén: Viettel Threat Intelligence
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Chién dich tdn céng méi cia nhém APT
Lotus Blossom: Ky thuat Domain Fronting
va lgi dung hé thong quan tri tdp trung

Nhom tan cong APT Lotus Blossom (con dugc biét dén véi tén DRAGONFISH, Spring Dragon,
Lotus Panda) 1a m6t trong nhiing nhém tan céng c6 cha dich (APT) nguy hiém nhat dang hoat
ddéng manh mé tai khu vuc Péng Nam A, d&c biét 1a Viét Nam. Nhém da hoat ddng tir ndm 2012,
tap trung tan cong cac co quan chirc nang va doanh nghiép I6n, véi cac phuong thirc tan cong
ngay cang tinh vi.

KE tlr nam 2018 dén nay, tuy théng tin céng khai vé hoat dong cua Lotus Blossom rat han ché,
Viettel Threat Intelligence van lién tuc ghi nhan nhiing hoat dong tich cuc cta Lotus Blossom tai
Viét Nam.

Trong cac chién dich gan day, Lotus Blossom khong chi dua vao email phishing truyén théng, ma
chuyén hudng sang khai thac tai khoan VPN bi ro ri, tan dung céc nén tang OTT (Over-The-Top -
cac ing dung nhan tin nhu Zalo, Telegram, Viber,...) d€ phat tan ma ddc, va lgi dung tinh ndng cua
cac hé théng quan tri CNTT nhu Active Directory, Endpoint Security Center dé phat tan va duy tri
su hién dién trong hé thong ctia nan nhan. Nhém ciling st dung ky thuat Domain Fronting dé che
gidu ha tang diéu khién, gitip né tranh cdac giai phap bao méat truyén théng.

Cac nguy co chinh d6i véi to chire, doanh nghiép:
» Nguy co xam nhap tlr tai khoan VPN bj danh cdp: Nhiéu t6 chirc tai Viét Nam dd md rong

quyén truy cap tir xa sau COVID-19 nhung chua kiém soét chat ché tai khoan VPN, tao diéu
kién cho tin tac khai thac.

+ Loi dung hé théng quan tri CNTT dé phat tan ma doc: Lotus Blossom cé thé kiém soat va st
dung chinh céac c6ng cu bao méat va quan tri ndi bo dé phat tan ma doc, vuot qua cac bién phéap
phong thd thong thuong.

+ M3 doc c6 kha néng dn minh trong hé thong lau dai: Nhom sir dung céc loai ma déc tinh vi
nhu ShadowShell, SignLoader, Lotus Tunnel, c6 kha nang vo hiéu héa phan mém bao mat va an
nap trong cac thu muc hé théng hop phap.

« Domain Fronting gilip che gidu hoat dong tan cong: Nhém lgi dung céc dich vu CDN (nhu Fastly)
dé nguy trang luu lugng doc hai, khién cac hé théng giam sét an ninh mang khé phat hién.
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Chién dich tdn céng méi cia nhém APT
Lotus Blossom: Ky thuat Domain Fronting
va lgi dung hé thong quan tri tdp trung

Cac phat hién chinh

 Phuong thirc xdm nhéap: Nhdm da tan dung céac tai khoan VPN bi ro ri, thu thap thong qua cac
ma doc stealer hodc cac chién dich phishing trén céc nén tang OTT, thay vi sir dung email
phishing truyén théng. Phuong thic nay khai thac t6i da nhiing diém yéu tir viéc gia tang lam
viéc tlr xa sau dai dich COVID-19, khi nhiéu t6 chirc md rong truy cap VPN cho nhan vién.

+ Ky thuat phat tan va xdm nhap sau: Nhom da loi dung cac céng cu quan tri tap trung nhu
SMBExec va tinh nang cai dat tir xa cGia Endpoint Security Center dé€ phat tan ma doc trong noi
bé mang. Béng thai, nhdm st dung ky thuat DLL sideloading, trong d6 ma doc dugc che gidu
dudi dang file thuc thi hop phép, d€ qua mat céc giai phap bdo mat hién co.

+ Cac loai ma doc dac trung:

o ShadowShell: M3 doc nay dugc trién khai ngay khi nhém tan cong thdm nhép thanh céng
vao hé thong, véi kha nang giai ma va thuc thi shellcode.

o SignLoader: Mot ma ddc tinh vi dugc thiét ké dé tan dung céc 16 héng trong cac giai phép
Endpoint Detection and Response (EDR), cho phép ma déc t6n tai trong thu muc va tién
trinh hop phap ma khéng bi phat hién.

o LotusTunnel: Loai ma doc nay duoc sir dung dé duy tri két n6i &n danh véi may cha chi
huy, s&r dung céc kénh giao tiép nguy trang dé€ dam bao duy tri quyén kiém sodt.

+ Ky thuat Domain Fronting: Nhém tan céng st dung ky thuat Domain Fronting dé che gidu luu
lugng doc hai dudi dang luu luong hop phép. Ky thuét nay lgi dung cac nha cung cap dich vu
CDN dé& lam cho céac két ndi Command and Control (C&C) tréng nhu dang tuong tac véi cac tén
mién uy tin, giip nhém tranh bi phat hién bdi cac giadi phap bao mat truyén thong.

Théng tin vé Chién dich tdn céng mdi cia nhém APT Lotus Blossom da duoc phén tich chi tiét trong
bédo cdo déc quyén cua Viettel Threat Intelligence tai blog Viettel Cyber Security: Phan 1, Phan 2, Phan 3.
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